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Abstract— The reliable coordination of communication
channels between two organizations is becoming an increasingly
important problem as we move toward cognitive radio systems
that support dynamic spectrum access. The benefit of such
coordination is clear in scenarios when both participants are
completely benign, but such benefits can be easily negated if
one of the participants operates in a manner contrary to their
channel assignment. In this paper, we develop and explore
a maxmin transmission protocol for a primary user (PU) in a
multiband wireless network, where the secondary user (SU) may
be malicious and have an intent to cause interference. In this
case, the threat that a SU may be an adversary changes the
problem and places the PU in a dilemma: 1) if the SU is an
adversary then to decrease the probability of interference it is
better for the PU to select which channels it uses from a larger
set of bands (i.e., possibly even including the bands reserved for
the SU) and 2) if the SU turns out to be law obedient, then
using a larger set of bands leads to an increased chance of being
interfered with. Similarly, the SU also faces a dilemma if he is
malicious: if the PU thinks that the SU is law obedient, then to
increase the probability of jamming, the SU should target only
the bands reserved for the PU; while, if the PU thinks that the
SU is malicious, then by switching to the bands reserved for
the SU, the probability of interference can be significantly or
even totally reduced. Using game-theoretical tools, we formally
explore these dilemmas and use the resulting analysis to explore
the tradeoffs between different strategies in terms of payoffs to
each user and knowledge of the SU’s characteristics.

Index Terms— Jamming, reliability, spectrum sharing,
non-zero sum game, Bayesian equilibrium.

I. INTRODUCTION

OVER the last few decades, the increasing demand for
wireless communications has motivated the exploration

for more efficient usage of spectral resources [1], [2].
In particular, it has been noticed that there are large portions
of spectrum that are severely under-utilized [3]. Recently,
cognitive radio technologies have been proposed as a means
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to intelligently use such spectrum opportunities by sensing the
radio environment and exploiting available spectrum holes for
secondary usage [4]. In CR (cognitive radio) systems, SUs are
allowed to “borrow (or lease)” the usage of spectrum from PUs
(licensed users). Unfortunately, as we move to make CR tech-
nologies commercial, which will allow SUs to access spectrum
owned by PUs, we will face the inevitable risk that SU will be
tempted to use CR technology for illicit and selfish purposes
[5], and, in particular, the SU may potentially be malicious.

As a first line of defense, the challenge of enforcing
the proper usage of spectrum requires the notion of a
“spectrum policing agent”, whose primary job is to ensure the
proper usage of spectrum and identify anomalous activities
occurring within the spectrum [5]. Towards effective identifi-
cation of anomalous activities, there have been several research
efforts in signal processing techniques that can be applied to
the spectrum scanning problem. For example, in [6] and [7],
the authors presented methods for detecting a desired signal
contained within interference. Similarly, detection of unknown
signals in noise without prior knowledge of authorized users
was studied in [8] and [9]. As another example, in [5], the
authors proposed a method to detect anomalous transmissions
by making use of radio propagation characteristics. In [10], the
authors investigated the impact on spectrum scanning when
there is information about the over-arching application that
a spectrum thief might try to run, while in [11] a stationary
bandwidth scanning strategy in a discounted repeated game
was explored.

Complementing the use of monitoring is the development
of transmission protocols that reduce the possibility of a SU’s
jamming activity. In this paper, we examine the design of such
a protocol, where the two organizations aim to share a collec-
tion of communication channels, and in support of spectrum
sharing there is either a third-party (e.g. a spectrum server)
or the primary organization itself who leads the spectrum
sharing effort by explicitly telling the secondary organization
which channels are reserved for the secondary user to employ.
The benefit of such coordination is clear in scenarios when
both participants are completely benign, but there are many
operational settings where the two participants might not have
purely benevolent intent with respect to the other organization.
As an example of this, consider two wireless service providers
aiming to share communication channels while supporting
their own set of users. In this case, there is clearly a benefit
for each organization to mitigate the harm to their users
(e.g. interference in the communication with their users) that
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the other organization might cause, but at the same time there
might be a different benefit that arises from harming the users
of the other organization (e.g. users who get a poor service
might decide to switch service providers).

Since such problems involve different agents (PU and SU, or
equivalently a spectrum owner and an adversary or malicious
node), having different goals, quite often game theoretical
tools are appropriate. In [12], one can find a structured and
comprehensive survey of research contributions that analyze
and solve security and privacy problems in computer and
wireless networks via game-theoretic approaches. Here as
examples of game-theoretic approaches, we mention just a
few such works: for modelling malicious users in collaborative
networks [13], for information warfare [14], for attack-type
uncertainty in a network [15], for transmission under
jamming [16], for ad hoc networks [17], for ALOHA
networks [18], and for fair resource allocation between users
by a base station in [19].

In this paper, we consider a multi-band wireless spectrum
sharing scenario between a PU and a SU, where the nature
of the secondary user is unknown. In particular, the secondary
user may either operate benevolently in a law obedient manner,
meaning that the secondary user would use the bands reserved
for him, or he can operate in a malicious manner, or even
combine malicious behavior to reduce the reliability of the
primary user’s transmission while supporting his own users
communication needs. The specific problem that is examined
in this paper involves a one-time sharing of spectrum between
these two participants and, using game theoretical approaches,
we develop a maxmin channel allocation strategy for the
primary user given imprecise knowledge of the SU’s nature.

The organization of this paper is as follows: in Section II
we first consider two basic models of transmission where the
SU’s nature (i.e. his real intent) is unknown to PU. In the first
problem (Subsection II-A), a Bayesian approach is applied
assuming the SU’s nature is fixed, while in Subsection II-B
we assume that the SU can choose whether to be malicious
or law obedient. In Section III, we consider a general model
of transmission where the PU has to reliably transmit
n P signals while the SU’s capability supports the
transmission of nS total signals, part of which he can
use for malicious activity (interference). This section consists
of two subsections: in subsection III-A a basic model
(zero-sum game) for multi-band jamming is solved where
no bands are reserved for reliable user transmission; in
subsection III-B a general model (i.e. non zero-sum game) is
solved. Finally, in Sections IV and the Appendix, discussions
and the proofs of the results are offered.

II. BASIC MODELS: TRANSMISSION IN ONE OF n BANDS

As an introduction to the problem, we will consider a
simplified version in this section. In particular, we will study
two basic models of transmission where the SU’s nature
(i.e. his real intent) is unknown to the PU. In the first
problem (Subsection II-A), we assume that there is some
knowledge about the SU’s nature, and based on this
information we apply a Bayesian approach to obtain the

maxmin transmission protocol that should be employed.
In the second model, (Subsection II-B) we assume that the
SU can choose his behavior (whether he intends to be law
obedient or malicious) as well as how he will engage in this
action (e.g. whether he chooses to transmit or jam).

Throughout this paper we shall assume that there are n total
communication channels or communication bands available
for both parties to use. However, in this section we shall
assume that both participants can only utilize one band at a
time. Further, we assume that the PU leads the effort by assign-
ing a single band for the SU to employ (without loss of gener-
ality, we shall label this band as band n). Consequently, the PU
can use any single band out of the remaining [1, n −1] bands.

It is assumed that the SU’s precise nature is unknown,
namely, it is not known whether he will act in compliance
to his allocation (i.e. legitimately transmit to one of his users
in band n), or whether he will act in an adversarial manner by
trying to interfere with the PU (by transmitting in a single band
outside of his allocation). As part of this model formulation,
if the SU is an adversary, then we must recognize that there
is the possibility that he suspects the PU believes he is
adversarial. In this case, then the PU would decide to employ
the reserved band (band n), while the adversary would decide
to attack a single band from the full collection of bands [1, n].
However, if the SU believes that the PU does not suspect his
malicious intent, then the SU can focus its interference against
bands [1, n − 1] that are reserved for the PU.

A. Bayesian Model of Transmission

Bayesian approaches are a powerful tool for formulating
problems involving two participants when precise knowledge
of an entity’s characteristics are not known a priori.
In particular, we note that Bayesian methods have been widely
employed in dealing with different problems in networks,
for example, intrusion detection [15], [17], [20], scanning
bandwidth [10] and in transmission under incomplete
information [21]–[25]. In this subsection, we consider a
Bayesian model for the transmission scenario, where the
PU does not specifically know the SU’s nature, but instead
has a probabilistic description of the SU’s nature (e.g. based
on prior knowledge, the likelihood that the SU would take
different actions). In our case, we denote with probability α0,
the probability associated with the scenario that the SU is
law-obedient and hence the SU will use the reserved band n.
With probability α1, the SU acts as an adversary and believes
the PU suspects this, so, to reduce the probability of being
jammed, the primary user can extend the choices for his
transmission to include all of the n bands, i.e. to [1, n].
Understanding this, the SU thus would try jamming the PU’s
communications by inserting his interference in a single band
out of the total n bands. With probability α2, the SU acts
as an adversary, and does not believe the PU suspects his
malicious nature. In this case, the SU tries to jam the PU’s
communication, which he assumes is in a single band out
of the bands [1, n − 1] (Figure 1). Since, α0, α1 and α2 are
probabilities, α0 + α1 + α2 = 1.

If the PU and the SU transmit in the same band, than we
assume the transmission is jammed with certainty and the
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Fig. 1. Possible actions for the PU and SU.

payoff to the PU is zero. If the users employ different bands
for transmission then transmission is performed with certainty
and the payoff to the PU is 1. In this work we are focused
strictly on the problem of avoiding interference, and hence
have chosen a binary payoff formulation. We note, however,
that other payoff functions, such as throughput in the presence
of interference, are also interesting to consider and we intend
to explore these as part of our future work. Thus, the payoff
matrix for the PU if the SU is an adversary that believes the
PU suspects it, is given as:

A1 =

⎛
⎜⎜⎝

PU/SU 1 2 . . . n

1 0 1 . . . 1
2 1 0 . . . 1
. . . . . . . . . . . . . . .
n 1 1 . . . 0

⎞
⎟⎟⎠, (1)

where the rows are the strategies for the PU (bands employed
for transmission), and the columns are the strategies for
SU (bands employed for interference). Of course, the PU,
understanding that he is going to be jammed, intends to choose
to transmit from the full set of bands (including band n that
was reserved for SU) to increase the probability of reliable
transmission.

The payoff matrix for the PU if the SU is an adversary that
does not believe the PU suspects it is an adversary (so, he
does not use band n), is given as

A2 =

⎛
⎜⎜⎜⎜⎝

PU/SU 1 2 . . . n − 1

1 0 1 . . . 1
2 1 0 . . . 1
. . . . . . . . . . . . . . .
n − 1 1 1 . . . 0
n 1 1 . . . 1

⎞
⎟⎟⎟⎟⎠

. (2)

The payoff matrix for the PU, if the SU is law-obedient
(he intends to use the reserved band n), is

A0 =

⎛
⎜⎜⎝

PU/SU n

1 1
2 1
. . .
n 0

⎞
⎟⎟⎠. (3)

Let x =
⎛
⎝

x1
· · ·
xn

⎞
⎠ be a strategy for the PU corresponding to

assigning a transmission in band i with probability xi , and

y1 =
⎛
⎝

y1
1· · ·

y1
n

⎞
⎠ be a strategy for SU (adversary) of type 1, and

y2 =
⎛
⎝

y2
1· · ·

y2
n−1

⎞
⎠ be a strategy of the SU (adversary) of type 2,

assigning an interference signal to band i with probability yk
i ,

k = 1, 2. Then the expected payoff to PU is

vP(x, (y1, y2)) = α0 xT A0 +
2∑

k=1

αk xT Ak yk, (4)

where CT is the transpose of a matrix C , and in our special
case xT = (x1, . . . , xn).

The payoff to the SU (adversary) of type k is
vk

S(x, yk) = R(1 − xT Ak yk), where R is the reward for
successful interference against PU.

We look for a Bayesian equilibrium, i.e. for such strategies
(x∗, (y1∗, y2∗)) that for any strategies (x, (y1, y2)) the
following inequalities hold:

vP (x, (y1∗, y2∗)) ≤ vP (x∗, (y1∗, y2∗)),
vk

S(x∗, yk) ≤ vk
S(x∗, yk∗). (5)

Since the payoffs vP and vk
A are linear in x and yk , the

Bayesian equilibrium exists. Moreover, this game is equivalent
to a zero sum game between the PU and a combined adversary
with payoff −vP (x, (y1, y2)) and strategies (y1, y2). It is
known that in zero-sum games all equilibria are equivalent
to each other.

Since x and yk are probability vectors and α0+α1+α2 = 1,
we can simplify the payoff vP expression by expanding the
matrix-vector multiplications to obtain

vP (x, (y1, y2)) =
n−1∑
i=1

(
2∑

k=1

αk xi (1 − yk
i ) + α0xi

)

+ α1xn(1 − y1
n) + α2xn

=
n−1∑
i=1

xi (1 − α1 y1
i − α2 y2

i )

+ (
α1(1 − y1

n) + α2
)
xn. (6)

Theorem 1: The Bayesian game has an equilibrium
(x, (y1, y2)).

(a) If

α2 > (n − 1)/n (7)

then

xi = 0 for i ∈ [1, n − 1] and xn = 1,

y1
i = 0 for i ∈ [1, n − 1] and y1

n = 1,

y2
i = 1/(n − 1) for i ∈ [1, n − 1] (8)
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with payoffs

vP = α2,

v1
S = 1/n,

v2
S = 0, (9)

(b) If

α1 + α2 < (n − 1)/n (10)

then

xi = 1/(n − 1) for i ∈ [1, n − 1] and xn = 0,

y1
i = 1/(n − 1) for i ∈ [1, n − 1] and y1

n = 0,

y2
i = 1/(n − 1) for i ∈ [1, n − 1] (11)

with payoffs

vP = 1 − (α1 + α2)/(n − 1),

v1
S = 1/(n − 1),

v2
S = R/(n − 1) (12)

(c) If

α1 + α2 > (n − 1)/n and α2 < (n − 1)/n (13)

then

xi = 1/n for i ∈ [1, n],
y1

i =
{

n−1−nα2
n(n−1)α1

for i ∈ [1, n − 1],
n(α1+α2)−n+1

nα1
for i = n,

y2
i = 1/(n − 1) for i ∈ [1, n − 1] (14)

with payoffs

vP = (n − 1)/n,

v1
S = 1/n,

v2
S = R/n (15)

Figure 2 shows the value of the game and the equilibrium
strategy for the PU as a function of (α1, α2). The value of
the game is continuous in (α1, α2). The equilibrium strategy
x is piecewise constant in (α1, α2). If (α2 > (n − 1)/n), i.e.
the probability that the SU is malicious and does not believe
the PU suspects his malicious nature (hence his interference
is restricted to one band from [1, n − 1]) is sufficiently large,
then the PU transmits in band n, which was the band reserved
for the SU. If the probability the SU is an adversary is small
(α1 + α2 < (n − 1)/n), then PU does not intrude into the
reserved band n. In the intermediate situation, the PU employs
all of the bands [1, n] for possible transmission so as to the
reduce probability of being jammed. Also, it is interesting to
note that the strategy for the SU, when he believes the PU
suspects his malicious nature, is not a uniform strategy and
essentially depends on the probabilities α1 and α2, while the
PU only chooses which of the two uniform channel selection
strategies to employ.

Fig. 2. The value of the game and the equilibrium strategy of the PU as a
function of the probabilities (α1, α2).

B. The Basic Model: The Secondary Users Can
Choose Whether to Be Law Obedient or Not

In the next game formulation, we consider a SU who can
choose his action: whether to be law obedient or not. Since
the PU can transmit only in a single band, he has only three
reasonable strategies:

(i) A strategy X1,0, which involves him choosing to
transmit a signal in one band randomly chosen from
the bands [1, n − 1]. In this case, the PU does not
believe that he will be jammed by the SU. Thus, the
PU’s transmission is transmitted as it normally would
have been.

(ii) A strategy X0,1, which involves him choosing to use
band n for transmission. Here, the PU suspects that the
SU will attempt to jam him, and he believes that the
SU does not suspect the PU’s suspicion. Hence, the PU
believes that the SU will attack one of bands that have
been reserved for the PU, i.e. bands from [1, n − 1].
Naturally, the PU expects that the transmission in band
n would be safe.

(iii) A strategy X1, which involves him choosing to transmit
a communication signal in one band randomly chosen
from the entire set of bands, [1, n]. Here, the PU
suspects that the SU is attempting an attack, and the SU
also believes that the PU suspects his malicious activity.
As a result, the SU can either try to attack bands [1, n]
or engage in an ambush strategy in band n (see below).

The SU has a more sophisticated set of options available
to him because he can try to attack the bands reserved for
the PU, as well as the band reserved for his own usage if he
believes that the PU will attempt to use that band. Namely,
there are four strategies:

(i) A strategy Y1,0,0, which corresponds to law obedient
behaviour. In this case the SU transmits a (single)
communication signal in the reserved band n,

(ii) A strategy Y0,1,0, which corresponds to randomly inject-
ing interference against one of the n−1 bands [1, n−1].
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Fig. 3. 3 × 4 bi-matrix game (A, B).

Thus, the SU does not believe that the PU suspects his
malicious activity.

(iii) A strategy Y0,0,1, which involves an ambush of the
expected transmission by the PU in the reserved band n.
Here, the SU believes that the PU believes his malicious
intent, but does not believe that the SU suspects this
belief. So, the PU will try to sneak his communication
signal in the reserved band n to perform reliable
transmission. However, to prevent this, the SU ambushes
the PU by interfering precisely in channel n.

(iv) A strategy Y1, which involves randomly interfering
with one of the n bands, [1, n]. Thus, SU believes
that PU believes his malicious intent and also believes
that SU suspects this belief, and so as to reduce the
probability of interference PU chooses to transmit from
one out of the entire set of n bands.

It is natural to assume that if the SU uses law-obedient
behavior, he really needs to transmit a communication signal,
then in the case of accidental collision with the PU’s signal
he suffers from failed a transmission. If he only suffers, then
his payoff is R0 = 0. If he can gain from this accidental
jamming, his payoff R0 is less than he would gain for a
successful communication transmission or from an intentional
jamming/interference, i.e. R0 < min{1, R}, where R is the
payoff for successful jamming of a signal. This situation could,
for example, be described by the bi-matrix game (A, B), where
A and B are 3 × 4 payoff matrix for PU and SU, presented
in Figure 3.

Recall that a pair of (mixed) strategies (x, y) (where
x and y are three and four component probability vectors)
is a Nash equilibrium (NE) if and only if they are the best
response strategies to each other, i.e. they are solutions of the
following two LP (linear programming) equations:

x = arg max
1T x=1,x≥0

xT A y,

y = arg max
1T y=1, y≥0

xT B y.

Instead of solving these LP problems directly, it is easier to
solve them using standard approaches by examining their two
dual LP problems:

u = arg min
A y≤1T

u,1T y=1, y≥0
u, (16)

v = arg min
BT x≤1T

v,1T x=1,x≥0
v. (17)

These LP problems have the following complementary slack-
ness conditions correspondingly:

xT (1u − Ay) = 0, (18)

yT (1v − BT x) = 0. (19)

Theorem 2:

(a) If R < n − 1, then the rivals trust each other and
employ the bands that have been reserved for them, i.e.
(X1,0, Y1,0,0) is an unique (pure) NE with payoffs (1, 1),

(b) If R > n − 1 + R0 then the rivals do not trust each
other and employ all the bands, i.e. (X1, Y1) is an unique
(pure) NE with payoffs ((n − 1)/n, R/n),

(c) If n − 1 < R < n − 1 + R0, then several equilibria in
mixed strategies arise:

(ci ) If R < n R0 then there is the unique equilibrium
payoff

(u, v) =
(

n − 1

n
,

R0/(1 − R0)

1/(1 − R0) − (n − 1)/R

)
(20)

and it is generated by an unique SU strategy

yT = (1/n, (n − 1)/n, 0, 0), (21)

while the PU’s strategy x falls in a continuum, with
x being any probability vector such that

x1 + n − 1

n
x3 = n − 1

R
v

= (n − 1)R0

R − (n − 1)(1 − R0)
. (22)

(cii ) If R > n R0 then there is an unique equilibrium
payoffs

(u, v) =
(

n − 1

n
,

R

n

)
, (23)

and it is generated by the SU’s strategies
yT = (0, y2, y3, y4) falling in a continuum, where
yi ∈ [2, 4] are such that y is any probability vector
such that

y2 + n − 1

n
y4 = n − 1

n
, (24)

while a continuum of PU strategies x are possible,
with x being any probability vector such that

x1 + n − 1

n
x3 = n − 1

n
. (25)

Remark 1: If a law obedient SU cannot benefit from
accidental collision with PU, i.e. R0 = 0, then the equilibrium
has a threshold structure, namely: (a) if R < n − 1 then the
rivals trust each other and employ the bands reserved for them,
i.e. (X1,0, Y1,0,0) is an unique NE, (b) if R > n − 1 then the
rivals do not trust each other and choose from the full set of
bands, i.e. (X1, Y1) is an unique NE.

We note that, generally, if one faces a situation with multiple
equilibria, then a problem arises that is hard for one of the
rivals to solve [26]. However, in the game just considered, such
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Fig. 4. (i) Domains, where cases (a), (b), (ci ) and (cii ) of Theorem 2 are applied, (ii) the PU’s equilibrium payoff, and (iii) the SU’s equilibrium payoff
for n = 3 as functions of jamming rewards R and R0.

a problem does not arise since all of the multiple equilibria
are equivalent to each other as they return the same payoffs
to the rivals. The PU’s payoff has a threshold structure.
Namely, (see, Figure 4(i) and (ii)) in the domain (a), where the
rivals trust each other, the payoff to PU is 1, while in the other
domains of cases (i.e. (b), (ci ) and (cii )), the PU manages to
keep his payoff at the same level (n − 1)/n by flexibly tuning
his behaviour according to the scenario.

The payoff for the SU is more sophisticated, as is his
required behavior. If the reward for accidental jamming is
small (domain (cii )), then the SU’s payoff drops down when
the PU stops to trust the SU, but then it is continuously
increasing with increasing jamming reward and he does not
(probabilistically) employ a legitimate communication trans-
mission strategy at all, spending all the effort to hunt for the
PU’s transmission. If the reward for accidental jamming is
large (domain (ci )), the SU looks for a tradeoff between its
own reliable transmission and a jamming of the PU. It leads
first to a continuous decrease of his payoff when the PU stops
to trust the SU and then to its increasing when the SU stops
to break off and make the tradeoff between his own reliable
transmission and jamming, and ultimately to him switching to
jamming.

In particular, the game that we have presented shows that
the PU can support reliable transmission at a permanently high
level, but to do so he has to adjust his behavior according
to threat he believes has to face. These different threats are
caused by the underlying motivation behind the SU’s malicious
behavior, which are described by rewards R and R0 that the
SU receives for malicious behavior and accidental interference.

III. GENERAL MODEL OF TRANSMISSION

In this section we consider a general transmission model
where the PU has to reliably transmit n P signals while the
SU’s capacity consists of nS total signals, part of which
he can use for malicious activity (interference), which we
call jamming signals. The other portion he must use for
communication with his users, which we call communication
signals. We assume that the total number of signals employed
by the users is less than or equal the total number of bands,
i.e. n P + nS ≤ n.

In subsection III-A, a basic model for multi-band jamming
is solved in which there are no bands reserved for either
the PU or SU. In subsection III-B, a more general model
is investigated in which there are bands reserved for the
PU and SU to use (e.g. the PU chooses which bands are
available for SU to use).

A. Basic Model for Multi-Band Jamming

In this subsection a basic model for multi-band jamming
is solved where no bands are reserved for reliable user
transmission. We consider the problem in three scenarios.
These scenarios depend on which of the rivals wants to
maximize his payoff. His rival is considered as the one who
wants to bring the maximal damage to the opponent, and thus
all the three scenarios are zero-sum games. For such games
the user just wants to design a maxmin protocol, i.e. one
that brings the maximal throughput under worst conditions.
These three scenarios are considered in the following three
subsections. In the first two scenarios the SU wants to jam
the PU’s communication, and in the third scenario the SU
besides jamming PU also intends to communicate with his
users.

1) First Scenario: In this section, we look at the problem of
transmission from the point of view of the PU: he wants per-
form reliable (uninterfered) communication using n P signals.
We assume that the SU is an adversary that wants to use all
of his nS signals to jam. Since there are no bands reserved
for transmission, a (pure) strategy of the SU Y is a subset of
nS bands of n bands, i.e. |Y | = nS , where |C| is the number
of elements of set C . Then, a (pure) strategy X for the PU is
a subset of n P bands of n bands, i.e. |X | = n P . Here, note
that we are using X and Y loosely to correspond either to
players or their strategies. The payoff to the PU is the number
of successfully transmitted (un-jammed) signals, i.e.

vP (X, Y ) = |X\Y |,
where X\Y = {t ∈ X : t �∈ Y } is the difference of two
sets X and Y .

We look for a saddle point (an equilibrium strategy),
i.e. for a pair of strategies (X∗, Y∗) such that
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vP (X, Y∗) ≤ vP (X∗, Y∗) ≤ vP (X∗, Y ), where v = vP (X∗, Y∗)
is the value of the game. This problem does not have
a solution involving pure equilibrium strategies (where
specific sets are chosen). To solve for a solution we have
to randomize the pure strategies, i.e. use a mixed strategy.
The following theorem gives the value of the game and
equilibrium strategies.

Theorem 3: The value of the game is

T (n P , nS , n) = n P

(
1 − nS

n

)
, (26)

and a saddle point is (XnP , YnS ), where

(i) XnP is a (mixed) strategy of PU in which the
PU chooses to transmit n P bands at random with equal
probability from the total n bands. There are

( n
nP

)
subsets

of n bands coming from the n P bands. Thus, the strategy
XnP chooses each such subset with probability 1/

( n
nP

)
,

where
(n

p

) = n!
(n−p)!p! is the number of combinations of

p objects selected out of n objects.
(ii) YnS is a (mixed) strategy of the SU to choose at random

nS bands with equal probabilities from the full set of
n bands. There are

( n
nS

)
subsets of n bands consisting

of nS bands. Thus, the strategy YnS chooses each such
subset with probability 1/

( n
nS

)
.

Also, XnP and YnS are equalizing strategies, i.e. for any
SU’s pure strategy Y and PU’s pure strategy X the following
equalities hold:

vP (XnP , Y ) = vP (X, YnS ) = T (n P , nS , n). (27)

2) Second Scenario: In this section, we look at the problem
of transmission from the point of view of the SU, when he
wants to harm the reliable communication of the PU using all
nS signals in his capacity. The payoff to the SU is a reward
that is proportional to the coefficient R times the number of
PU transmissions the SU has managed to jam, i.e.

vS(X, Y ) = R|X ∩ Y |.
The following theorem gives the value of the game and
equilibrium strategies.

Theorem 4: The value of the considered game is

H (n P, nS, n) = R
nSn P

n
, (28)

and a saddle point is (XnP , YnS ).
Also, XnP and YnS are equalizing strategies, i.e. for any

SU’s pure strategy Y and PU’s pure strategy X the following
equalities hold:

vS(XnP , Y ) = vS(X, YnS ) = H (n P, nS, n). (29)

Figure 5 illustrates how the value of the game T (n P , nS , n)
is dependent on n P and nS for a fixed n = 400. Of course,
increasing the number of communication signals transmitted
by the PU, n P , leads to an increase in the expected number of
successfully delivered communication signals, while increas-
ing the number of jamming signals, nS , directly leads to a
reduction in the number of successfully delivered communi-
cation signals. We note that increasing the number of jamming
signals nS by a fixed amount results in more damage to the

Fig. 5. The value of the game T (n P , nS , n) as function on n P and nS for
a fixed n = 400.

PU’s communication reliability than can be compensated for
by a corresponding increase in the number of transmitted com-
munication signals n P . This has a significant implication as it
means that the SU has more leverage against the primary user.
This ultimately will imply that an important technological
countermeasure is the development of technologies that can
detect anomalous activity by the SU against the PU.

3) Third Scenario: In this section we look at the problem
of transmission from the point of view of the SU, when he
wants part of his signal capacity to be employed for jamming
the PU and the remaining part for reliable communication
with his users. Let the SU have a total number of jamming
signals n J , and communication signals nT . So, the sum is
his signal capacity nS = nT + n J. The payoff to the SU is a
reward R per each PU signal he jammed by means of jamming
signal. The payoff for the SU is 1 for each successfully
transmitted communication signal. The SU’s communication
signals also can accidently collide with PU signals. In this
situation there is a tradoff between the lost signal and this
undesigned jamming, which we will call accidental jamming.
We assume that the SU’s payoff per accidental jamming is
R0, where R0 < min{1, R} since SU suffers from jammed
communication.

Theorem 5: The value of the game is T H (n P, nT , n J , n),
and a saddle point is (XnP , YnT ,n J ), where

T H (n P, nT , n J , n)

=

∑
(i, j )∈S

(Ri + R0 j + nT − j)

(
n J

i

)(
nT

j

)(
n − nS

n P − i − j

)

(
n

n P

)

(30)

with S = {0 ≤ i ≤ min{n P , n J }, 0 ≤ j ≤ min{n P , nT },
i + j ≤ m̄in{n P , nS}, and YnT ,n J is a (mixed) strategy for
the SU to choose at random nT bands with equal probabilities
from the full set of n bands and to choose at random n J bands
with equal probabilities from remaining set of n − nT bands.
There are

( n
n J

)(n−n J
nT

)
variations for such a choice.
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Fig. 6. The value of the game T H (n P , nT , n J , n) as function
on nT and R0 for fixed n = 200, R = 2, n P = 30 and n J = 10.

Figure 6 illustrates how the value of the game
T H (n P, nT , n J , n) is dependent on nT and R0. Of course,
increasing the number of communication signals transmitted
by the SU, nT , as well as the reward for accidental jamming
R0 leads to increasing the SU’s payoff. It is interesting to
note that increasing the number of communication signals has
an impact on the payoff by increasing the total accidental
jamming reward.

B. General Model: The Secondary Users Can Choose
Whether to Be Law Obedient or Not

In this section we consider a general non-zero sum model
where each of the rivals has own payoff and there are nS

bands reserved for the SU. The PU wants to support reliable
communication. The SU, having total signal capacity nS ,
makes a tradoff between communication with his users and
jamming PU.

In such a game, where the PU can transmit in n P signals,
he has only NP := min{nS, n P } + 2 reasonable strategies.
Namely:

(i) A strategy XnP that involves using n P bands for
communication, where these bands are randomly chosen
from the full collection of bands [1, n],

(ii) A strategy XnP P ,nP S (where n P P + n PS = n P and
n PS ≤ nS), which involves assigning n P P bands to
use for communication, randomly chosen from the set
[1, n − nS], and n PS bands randomly chosen from the
set [n − nS + 1, n].

The SU has more complex set of choices because, when
causing interference, he can try to attack the bands that the PU
reserved for himself as well as, suspecting that the PU suspects
this malicious activity, can try to transmit some ambushing
signals also in the bands reserved for the SU. Namely, there
are three types of strategies, together presenting NS := 1 +
(nS + 1)(nS + 2)/2 possible strategies:

(a) A strategy YnS,0,0, if SU is law obedient, assigning to
use for transmission only all of the nS reserved bands.

(b) A strategy YnT ,n J P ,n J S (where nT + n J P + n J S = nS)
is assigned to use for transmission in reserved bands
randomly chosen the nT bands. Expecting the PU could
also try to use the reserved bands, he uses n J S reserved
bands [n − nS + 1, n] for jamming. The rest of the n J P

signals he uses for jamming in the bands reserved for
the PU, i.e. [1, n−nS]. So, YnS ,0,0 is a particular case of
strategy YnT ,n J P ,n J S with n J P = n J S = 0 and nT = nS .

(c) A strategy YnS assigning nS jamming signals in bands
randomly chosen from all the bands [1, n].

The possible payoffs the rivals depending on combination of
applied strategies are presented in (31).

vP
(
XnP P ,nP S , YnT ,n J P ,n J S

) = T (n P P , n J P, n − nS)

+ T (n PS , nT + n J S, nS),

vS
(
XnP P ,nP S , YnT ,n J P ,n J S

) = H (n P P, n J P , n − nS)

+ T H (n PS, nT , n J S, nS),

vP
(
XnP , YnT ,n J P ,n J S

) = T (n P , nS , n),

vS
(
XnP , YnT ,n J P ,n J S

) = T H (n P, nT , n J P + n J S, n),

vP
(
X, YnS

) = T (n P , nS , n),

vS
(
X, YnS

) = H (n P, nS, n). (31)

Re-denote strategies for the PU by Pi such that

Pi =
{

Xi−1,nP −i−1, i ≤ NP − 1,

XnP , i = NP

and re-denote strategies for the SU by Si such that

Si =
{

Yk,i−ak ,nS−k−(i−ak ), i ∈ [ak, ak+1 − 1], k ∈ [0, nS],
YnS , i = NS

with ak = 1 + (nS + 3/2)k − k2/2.
Thus, here we deal with an NP × NS bimatrix game (A, B),

where A and B are payoff matrices for the PU and SU, i.e.

Ai, j = vP (Pi , Sj ),

Bi, j = vS(Pi , Sj ), i ∈ [1, NP ], j ∈ [1, NS ] . (32)

The game can be solved using Lemke-Howson’s
algorithm [27], and the following result holds:

Theorem 6: The considered game with payoffs (32)
has a NE. Let (y, u) be a solution of (16) and (x, v)
be a solution of (17) with complementary slackness
conditions (18) and (19). Then, (x, y) is a NE and with
payoffs (u, v).

For an example, consider the situation with
n P = 2 and nS = 2. Then, the payoff matrix (A, B)
has the form given by Figure 7. It is clear that, for small
jamming reward R < (n − 2)/2, the rivals trust each other,
so the unique equilibrium is (X2,0, Y1,0,0), while for large
jamming reward R > (n − 2)/2 + R0, the rivals do not
trust to each other and employ all of the bands, so the
equilibrium strategy is (X2, Y2). For intermediate jamming
award, (n − 2)/2 < R < (n − 2)/2 + R0, the rivals apply
mixed strategy in equilibrium.
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Fig. 7. Payoffs to the rivals for n P = 2 and nS = 2.

IV. CONCLUSION

In this paper, we have considered a scenario where there
is a set of communication channels that need to be shared
between a primary user network and a secondary user network.
A channel management service (e.g. operated by the primary
user) must announce the channel or channels that have been
pre-allocated to the secondary network, which the secondary
network may use to support its own set of users for the
purpose of having the secondary user network avoid interfering
with the primary user network. Unfortunately, the secondary
network may be malicious and intend to interfere with the
primary network while supporting the needs of its own set of
users. We developed and explored the design of a one-time
channel allocation scheme for a PU in a multi-band wireless
network, where the SU may be malicious and have an intent
to cause interference. In this case, the threat that a SU may
be an adversary changes the problem and places the PU in
a dilemma: first, if the SU is an adversary then to decrease
the probability of interference it is better for the PU to select
which channels it uses from a larger set of bands (i.e. possibly
even including the bands reserved for the SU); on the other
hand, if the SU turns out to be law obedient, then using a
larger set of bands leads to an increased chance of being
interfered with. Similarly, the SU also faces a dilemma if he is
malicious: if the PU thinks that the SU is law obedient, then
to increase the probability of jamming, the SU should target
only the bands reserved for the PU; while, if the PU thinks that
the SU is malicious, then by switching to the bands reserved
for the SU, the probability of interference can be significantly
or even totally reduced. Using game-theoretical tools, we
examined these dilemmas and used the resulting analysis to
explore the tradeoffs between different strategies in terms of
payoffs to each user and knowledge of the SU’s characteristics.
Finally, numerical examples were provided to illustrate the
underlying behaviors and tradeoffs for each player. We note
that the formulation provided in this paper focuses on a static
one-time spectrum sharing scenario and, in our future work,
we will examine dynamic spectrum sharing scenarios where
different forms of feedback information (such as the detection
of interference caused by a malicious SU) are available to the
participants.

APPENDIX

A. Proof of Theorem 1

The equilibrium (x, (y1, y2)) is a solution of the best
response strategy equations, namely, the best response
strategies to (y1, y2) and to x correspondingly, i.e.
x = argx max vP (x, (y1, y2)) and yk = argyk max vk

S(x, yk).

Fig. 8. Solution of the LP problem (35)-(37).

Thus, since vP (x, (y1, y2)) and vk
S(x, yk) are linear in

x and yk correspondingly, a pair of strategies (x, (y1, y2))
is a saddle point if and only if there are ω and ν such that

yk
i

{
≥ 0, xi = ν,

= 0, xi < ν,
(33)

xi

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

≥ 0, 1 − α1 y1
i − α2 y2

i = ω, i ∈ [1, n − 1],
= 0, 1 − α1 y1

i − α2 y2
i < ω, i ∈ [1, n − 1],

≥ 0, α1 + α2 − α1 yn = ω, i = n,

= 0, α1 + α2 − α1 yn < ω, i = n,

(34)

and the result follows.

B. Proof of Theorem 2

(a) and (b) are straight-forward.
(c1) Since n R0 > R and n − 1 + R0 > R, strategy

Y1,0,0 dominates the strategy Y1. Thus, if y is an equilibrium
strategy, then y4 = 0. So, by (16), a probability vector y is an
equilibrium strategy for the SU and u is the payoff to the PU
if and only if (y, u) is a solution of the following LP problem:

minimize u

subject to y1 + n − 2

n − 1
y2 + y3 ≤ u, (35)

y2 ≤ u, (36)
n − 2

n − 1
≤ u. (37)

Since y is a probability vector, the condition (35) is equivalent
to 1 − y2/(n − 1) ≤ u. Figure 8 graphically illustrates the
LP problem, where (35)-(37) are from the left side of the
corresponding conditions. Thus, the equilibrium payoff to PU
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is u = (n − 1)/n, and the equilibrium strategy must have the
form:

yT = (y1, (n − 1)/n, y3, 0), (38)

with y1 + y3 = 1/n. By (17), a probability vector x is an
equilibrium strategy for the PU and v is the payoff to the SU
if and only if they are solutions to the following LP problem:

minimize v

subject to x1 + R0x2 +
(

n − 1

n
+ R0

n

)
x3 ≤ v, (39)

R

n − 1
x1 + R

n
x3 ≤ v, (40)

Rx2 + R

n
x3 ≤ v. (41)

First note that, by (19) and (38), the condition (40) has to hold
as an equality.

Assume, that y3 > 0. Then, by (38), the condition (41) has
also to hold as an equality. Then, x2 = x1/n − 1. Since, x is a
probability vector, then x3 = 1−nx1/(n−1). Substituting such
x2 and x3 into (40) yields that v = R/n. Substituting such x2,
x3 and v into (39) implies that (n − 1)/n + R0/n ≤ R/n.
This contradicts to the condition of (ci ). Thus, y3 = 0, and,
by (38), (21) follows. Then, by (19), (39) has must hold as
an equality. Then, taking into account that x is a probability
vector, the conditions (39) and (40) must hold as the following
two equalities and (39)-(41) turn into

x1 + n − 1

n
x3 = v − R0

1 − R0
, (42)

x1 + n − 1

n
x3 = v(n − 1)

R
, (43)

x1 + n − 1

n
x3 ≥ 1 − v

R
. (44)

Dividing (42) by (43) implies

1 − R0

R
(n − 1) = v − R0

v
,

and (20) follows. Then, since by the conditions for (ci ),

v
n − 1

R
≥ R − v

R
and 0 <

R − v

R
< 1,

(ci ) follows.
(cii ) If the conditions of (c) and (cii ) hold, then the strategy

Y1,0,0 does not dominate Y1. So, y4 ≥ 0. Then, by (16), a
probability vector y is an equilibrium strategy for the SU and
u is the payoff to PU if and only if (y, u) is a solution to the
following LP problem:

minimize u

subject to y1 + n − 2

n − 1
y2 + y3 + n − 1

n
y4 ≤ u, (45)

y2 + n − 1

n
y4 ≤ u, (46)

n − 1

n
≤ u. (47)

Taking into account that y is a probability vector,
we can rewite the problem (45)-(47) in the

following form

minimize u

subject to 1 − z

n − 1
≤ u,

z ≤ u,
n − 1

n
≤ u,

y2 + n − 1

n
y4 = z.

Thus, following the proof of (ci ), we obtain that the equi-
librium payoff to PU is u = (n − 1)/n, and the equilibrium
strategy must be a probability vecor such that (24) holds, and
the inequalities (45)-(47) hold as equalities.

By (17), a probability vector x is an equilibrium strategy
for the PU and v is the payoff to the SU if and only if
(x, v) is a solution of the LP problem (39)-(41) jointly with
an extra condition R/n ≤ v. Since x is a probability vector,
this problem is equivalent to the following one:

minimize u

subject to x1 + n − 1

n
x3 ≤ v − R0

1 − R0
, (48)

x1 + n − 1

n
x3 ≤ v(n − 1)

R
, (49)

x1 + n − 1

n
x3 ≥ 1 − v

R
, (50)

R

n
≤ v. (51)

For v equal to its lower boundary, i.e. v = R/n,
the conditions (49) and (50) turn into equality (24), while the
condition (49) turns into

n − 1

n
≥ R/n − R0

R
which holds by condition (c) as a strong inequality. Thus,
by (19), y1 = 0, and the result follows.

C. Proof of Theorem 3

Let PU apply a mixed strategy XnP , and SU apply a (pure)
strategy Y , assigning nS fixed bands for jamming. Recall that(n

p

) = n!
(n−p)!p! is the number of combinations of p objects

selected out of n. Then, the expected number of successfully
transmitted signals is

vP (XnP , Y ) =

n̄P S∑
i=0

(n P − i)

(
nS

i

)(
n − nS

n P − i

)

(
n

n P

) , (52)

where n̄ PS := min{n P , nS}.
Now, look at the SU. Let the PU apply a (pure) strategy

X , i.e. he transmits in n P fixed bands, and the SU applies a
mixed strategy YnS . Then, the expected number of successfully
transmitted signals is

vP (X, YnS ) =

n̄P S∑
i=0

(n P − i)

(
n P

i

)(
n − n P

nS − i

)

(
n

nS

) . (53)
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Since (
nS

i

)(
n − nS

n P − i

)

(
n

n P

) =

(
n P

i

)(
n − n P

nS − i

)

(
n

nS

) , (54)

then

vP (XnP , Y ) = vP (X, YnS ) = T (n P , nS , n).

Now prove (26) by induction by n. Let nS ≤ n P . For n = nS

the result is obvious. Let it hold for a n ≥ nS . We prove that
then it also holds for n + 1. Since

(n
k

) = (n−1
k

)+ (n−1
k−1

)
for any

k we have that
n̄S∑

i=0

(n P − i)

(
n P

i

)(
n + 1 − n P

nS − i

)

=
n̄S∑

i=0

(n P − i)

(
n P

i

)(
n − n P

nS − i

)

+
n̄S−1∑
i=0

(n P − i)

(
n P

i

)(
n − n P

nS − 1 − i

)

= (by induction’s assumption)

= n P

(
1 − nS

n

)(
n

nS

)
+ n P

(
1 − nS − 1

n

) (
n

nS − 1

)

= n P

(
1 − nS

n + 1

) (
n + 1

nS

)
,

and (26) follows. The case nS > n P can be considered
similarly.

D. Proof of Theorem 4

Let X be a pure strategy of the PU, assigning transmission
to n P fixed bands, and Y be a pure strategy of the SU,
assigning jamming to nS fixed bands. Then, the expected
number of successfully jamming is

vS(XnP , Y ) = R

n̄P S∑
i=0

i

(
nS

i

)(
n − nS

n P − i

)

(
n

n P

) (55)

and

vS(X, YnS ) = R

n̄P S∑
i=0

i

(
n P

i

)(
n − n P

nS − i

)

(
n

nS

) . (56)

Then, by (54), (55) and (56)

vS(X, YnS ) = vS(XnP , Y ).

Then, since
n̄P S∑
i=0

(nP
i

)(n−nP
nS−i

) = ( n
nS

)
, the results follows

from (55) and Theorem 3.
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theory meets network security and privacy,” ACM Comput. Surv., vol. 45,
no. 3, 2013, Art. ID 25.

[13] G. Theodorakopoulos and J. S. Baras, “Game theoretic modeling of
malicious users in collaborative networks,” IEEE J. Sel. Areas Commun.,
vol. 26, no. 7, pp. 1317–1327, Sep. 2008.

[14] S. N. Hamilton, W. L. Miller, A. Ott, and O. Sami Saydjari, “Challenges
in applying game theory to the domain of information warfare,” in Proc.
4th Inf. Survivability Workshop (ISW), 2002.

[15] A. Garnaev, M. Baykal-Gursoy, and H. Vincent Poor,
“Incorporating attack-type uncertainty into network protection,”
IEEE Trans. Inf. Forensics Security, vol. 9, no. 8, pp. 1278–1287,
Aug. 2014.

[16] A. Garnaev, Y. Hayel, E. Altman, and K. Avrachenkov, “Jamming
game in a dynamic slotted ALOHA network,” in Game Theory for
Networks (Lecture Notes of the Institute for Computer Sciences, Social
Informatics and Telecommunications Engineering) , vol. 75, R. Jain and
R. Kannan, Eds. Berlin, Germany: Springer-Verlag, 2012, pp. 429–443.

[17] Y. Liu, C. Comaniciu, and H. Mani, “A Bayesian game approach for
intrusion detection in wireless ad hoc networks,” in Proc. Workshop
Game Theory Commun. Netw. (GameNets), 2006, Art. ID 4.

[18] Y. E. Sagduyu and A. Ephremidess, “A game-theoretic analysis of denial
of service attacks in wireless random access,” J. Wireless Netw., vol. 15,
no. 5, pp. 651–666, 2009.

[19] E. Altman, K. Avrachenkov, and A. Garnaev, “Fair resource allocation in
wireless networks in the presence of a jammer,” Perform. Eval., vol. 67,
no. 4, pp. 338–349, 2010.

[20] A. Agah, S. K. Das, K. Basu, and M. Asadi, “Intrusion detection
in sensor networks: A non-cooperative game approach,” in Proc.
3rd IEEE Int. Symp. Netw. Comput. Appl. (NCA), Aug./Sep. 2004,
pp. 343–346.

[21] Z. Han, N. Marina, M. Debbah, and A. Hjørungnes, “Physical layer
security game: Interaction between source, eavesdropper, and friendly
jammer,” EURASIP J. Wireless Commun. Netw., vol. 2009, pp. 1–10,
Mar. 2009, Art. ID 452907, doi: 10.1155/2009/452907.

[22] G. He, M. Debbah, and S. Lasaulce, “K -player Bayesian waterfilling
game for fading multiple access channels,” in Proc. 3rd IEEE Int.
Workshop Comput. Adv. Multi-Sensor Adapt. Process. (CAMSAP),
Dec. 2009, pp. 17–20.

[23] T. Heikkinen, “A minmax game of power control in a wireless network
under incomplete information,” Tech. Rep. 99–43, DIMACS, RUTCOR,
Rutgers Univ., New Brunswick, NJ, USA, 1999.



GARNAEV AND TRAPPE: ONE-TIME SPECTRUM COEXISTENCE IN DYNAMIC SPECTRUM ACCESS 1075

[24] C. A. St Jean and B. Jabbari, “Bayesian game-theoretic modeling
of transmit power determination in a self-organizing CDMA wireless
network,” in Proc. IEEE 60th Veh. Technol. Conf. (VTC), vol. 5.
Sep. 2004, pp. 3496–3500.

[25] S. Adlakha, R. Johari, and A. Goldsmith. (2007). “Competition in
wireless systems via Bayesian interference games.” [Online]. Available:
http://arxiv.org/abs/0709.0516

[26] D. Fudenberg and J. Tirole, Game Theory. Boston, MA, USA:
MIT Press, 1991.

[27] C. E. Lemke and J. T. Howson, Jr., “Equilibrium points of bimatrix
games,” J. Soc. Ind. Appl. Math., vol. 12, no. 2, pp. 413–423, 1964.

Andrey Garnaev received the M.Sc., Ph.D., and
D.Sc. degrees from Saint Petersburg State Univer-
sity, Saint Petersburg, Russia, in 1982, 1987, and
1997, respectively. He is currently a Researcher
with the Wireless Information Network Laboratory,
Rutgers University, North Brunswick, NJ, USA. His
current research interests are in the applications of
game theory and optimization theory in network
security, wireless networks, and pricing and related
fields. He has authored in leading journals, like
Mobile Networks and Applications, Telecommunica-

tion Systems journal, Performance Evaluation, the IEEE TRANSACTIONS ON

INFORMATION FORENSICS AND SECURITY, Naval Research Logistics, the
International Journal of Game Theory, and the Journal of Optimization Theory
and Applications.

Wade Trappe (S’98–A’02–M’03–SM’13–F’14)
received the Ph.D. degree in applied mathematics
and scientific computing from the University of
Maryland, College Park, MD, USA, in 2002.
He is currently a Professor with the Department
of Electrical and Computer Engineering, Rutgers
University, North Brunswick, NJ, USA, and an
Associate Director of the Wireless Information
Network Laboratory (WINLAB), where he directs
WINLAB’s research on wireless security. He has
led several federally funded projects in the area of

cyber-security and communication systems, projects involving security and
privacy for sensor networks, physical layer security for wireless systems,
a security framework for cognitive radios, the development of wireless
testbed resources (the ORBIT testbed), and new RFID technologies. His
experience in network security and wireless spans over 15 years. He has
coauthored a popular textbook on security, Introduction to Cryptography
with Coding Theory, as well as several notable monographs on wireless
security, including Securing Wireless Communications at the Physical
Layer and Securing Emerging Wireless Systems: Lower-Layer Approaches.
He served as an Editor of the IEEE TRANSACTIONS ON INFORMATION
FORENSICS AND SECURITY, the IEEE Signal Processing Magazine, and
the IEEE TRANSACTIONS ON MOBILE COMPUTING. He served as the
lead Guest Editor for the September 2011 SPECIAL ISSUE ON USING
THE PHYSICAL LAYER FOR SECURING THE NEXT GENERATION OF

COMMUNICATION SYSTEMS, IEEE TRANSACTIONS ON INFORMATION

FORENSICS AND SECURITY, and the IEEE Signal Processing Society
Representative to the Governing Board of the IEEE TRANSACTIONS ON
MOBILE COMPUTING. He is currently the IEEE SPS Regional Director for
Region 1-6.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


