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Abstract—Multiple-input multiple-output (MIMO) technologies are a popular choice for emerging wireless systems due to their

promised gains in throughput and reliability. In order to realize any gains over traditional non-MIMO communication systems, these

systems must possess accurate knowledge of the wireless channel. In this paper, we investigate strategies for disrupting MIMO

communications by developing attacks that target the often overlooked, but essential, channel estimation procedure. Our study

focuses on the two most popular and well-known MIMO techniques: the capacity achieving SVD-based MIMO scheme, and the

Alamouti space-time block code (STBC), which spans many protocols including 802.11n, WiMAX, and 3GPP. We augment theoretical

and simulation results with real-world experimentation using the USRP/GNU Radio software defined radio platform. We also present

novel methodology to protect the channel estimation procedure from such attacks by embedding authentication messages into

physical layer features of the transmissions.

Index Terms—Denial of service, jamming, MIMO, channel estimation.

Ç

1 INTRODUCTION

A major benefit of multiinput multioutput (MIMO)
wireless communication systems [8], [10] is the ability

to perform well in scenarios traditionally viewed as poor—
such as richly scattering environments. Consequently, many
emerging wireless technologies, ranging from 802.11n to
WiMAX to 4G cellular incorporate some form of MIMO.
Anticipating system operation in adversarial settings, re-
search has examined jamming MIMO wireless systems [9],
[24], [28], [34], [35]. But rather than considering smart
adversaries, investigations have focused on broadband
jammers or incidental jamming as a result of co-channel
interference. While these results are indeed important, they
fall far short of capturing the shortcomings associated with an
intelligent, capable adversary.

In this paper, we study how an intelligent adversary can
disrupt MIMO communication by targeting the generally
overlooked, but essential, channel estimation procedure.
MIMO systems depend upon reliable channel estimates in
order to realize any benefits over traditional non-MIMO
schemes. Since there are many forms of MIMO, we focus on
the two most popular and widely used: 1) capacity-
achieving singular value decomposition (SVD) schemes
and 2) space-time block codes (STBC). SVD-based MIMO
systems create virtual, parallel channels, and achieve
capacity by employing a waterfilling strategy; such systems
represent a theoretically ideal form of MIMO. Many current

and emerging MIMO systems employ space-time block
coding; a popular STBC that appears across many standards
(e.g., 802.11n and 802.16) is the Alamouti STBC. Conse-
quently, we investigate the vulnerabilities associated with
the baseline Alamouti 2-by-1 (two transmit antennas and
one receive antenna) STBC, and results can be easily
extended to more antennas and other STBCs. Overall, our
techniques illustrate an underlying fragility in emerging
wireless systems, as we present ideal and practical jamming
strategies by way of theoretical analysis, simulations, and
real-world experimentation. Further, we also propose a
general authentication strategy that can be used to mitigate
these dangerous attacks.

We begin in Section 2 by describing related work. In
Section 3, we provide an overview of SVD-based MIMO
systems and the popular Alamouti STBC. Jamming meth-
odology associated with incorrect channel state information
(CSI) is subsequently explored in Section 4. Real-world
jamming experimentation using the Universal Software
Radio Peripheral (USRP) [4] and GNU Radio [2] is then
presented in Section 5. In Section 6, we propose a general
CSI authentication scheme that can be used to mitigate our
powerful exploits. Finally, we conclude in Section 7.

2 RELATED WORK

An excellent overview of MIMO fundamentals, a survey of
key research, and applicability to real-world implementa-
tions are provided in [8]. Findings that were key to initial
MIMO developments are found in [1], [10], [11], and
capacity for Gaussian and spatially correlated Rayleigh
fading channels are presented in [39] and [20]. Initial MIMO
demonstrations can be found in [30], with improvements
and extensions in [22], [32], [37].

Research has also analyzed performance degradation
due to noise or other physical phenomenon (e.g., a time-
varying channel). In [13], CSI errors due to noise in the
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channel are investigated for SVD-based MIMO systems.
The authors use a Wiener filter to track the CSI to avoid
stationarity issues in the SVD calculation. The authors in
[19] look at SVD-based MIMO system performance for
uncoded BPSK modulation in the presence of white noise.
In [12], it is shown that the capacity of an SVD-based MIMO
system degrades greatly with incorrect CSI as a result of a
time-varying channel. They propose a remedy involving
feedback to achieve near capacity performance. In [23], the
authors present a model for time-varying channels without
feedback when the receiver has an estimate or perfectly
knows the CSI.

The work on jamming MIMO is predominantly con-
cerned with adversaries that do not take advantage of
system protocols, i.e., the jammers are unintelligent, with
noise-like impact on the target receiver. In [35], the authors
investigate uncorrelated jamming in noncoherent wideband
fading channels (since the problem is understood well for
the coherent regime). They show that naı̈ve energy-limited
jammers do not affect capacity in the wideband regime. In
[34], the authors examine a network MIMO scenario where
sensors collaborate to decode a message broadcast by a
multiantenna transmitter in the presence of a white-noise
jammer. Park and Wong [28] look at finding an optimal
training sequence for a MIMO system under flat fading
conditions with spatially colored interference due to
thermal noise and multiple nonintelligent, independent
jammers. The solution (which, frankly, may be attacked),
requires CSI feedback. In [24], the researchers assume that
the jammer produces a spatially correlated Gaussian
interference signal and that the jammer has full CSI but
does not have any knowledge of the users’ signals. In [21],
the authors propose a detection algorithm for channel
estimate jamming—however, they only consider narrow
band jamming and the solution is only effective in low
jammer to signal ratios (J/S). All of these papers do not
involve an intelligent adversary.

On the other hand, there has been non-MIMO work
involving a smart adversary [6], [9], [26], [42], [44]. In [6],
the authors assume that a non-MIMO system transmits
independent, identically distributed (i.i.d.) Gaussian ran-
dom variables with an input power constraint. In the paper,
the jammer taps the channel and perfectly feeds back a
signal. Most closely related to our work is [9]. Here, the
authors assume that the users and jammer have indepen-
dently fading MIMO channels. They investigate scenarios
involving different levels of CSI accuracy. For each
situation, optimal transmit strategies are discussed. When
no CSI is known, they show that the optimal jamming
strategy is for the jammer to use equal power allocation. For
perfect CSI, the jammer should use a matched-waterfilling
strategy. Finally, for partial CSI, the jammer should beam-
form in the direction of the transmit eigenvectors and
perform proportional power allocation.

In our work, we consider a more intelligent (and capable)
adversary, which is quite plausible given recent advance-
ments in software defined radios (SDRs) [17], [29], [31], [46].
A capable SDR with protocol knowledge can achieve
system synchronization therefore enabling increasingly
smarter attacks. In this paper, we analyze smart MIMO

attacks, where the CSI is targeted; either by 1) jamming
during the channel estimation procedure, or 2) altering the
CSI feedback. The strength of such an attack stems from
the fact that it is essential for MIMO schemes to obtain
accurate channel estimates in order to realize any gains. By
attacking only the CSI, the jammer remains fairly covert and
power conservative as she only needs to operate during
channel sounding (typically, a small fraction of user
transmission time). In particular, our jamming strategy is
much more efficient than a jammer that blasts throughout
the data transmission period, and it is just as effective.

3 MIMO OVERVIEW

Consider a flat-fading channel, where Alice (who wishes to
send a message to Bob) has nt transmit antennas, while Bob
has nr receive antennas. The channel matrix between Alice
and Bob is a complex nr � nt matrix, H, describing the
propagation effects between each of Alice’s antennas and
Bob’s antennas. If Alice transmits the nt-dimensional signal x

to Bob, we can represent the nr-dimensional received signal
as y ¼ Hxþ n, where n is nr-dimensional additive noise. A
wide array of MIMO implementations exist, each of which
exploits these principles to enhance communication rate and
reliability. In this paper, we focus on studying the CSI
vulnerabilities of the two most popular MIMO schemes:
SVD-based MIMO and Alamouti STBC implementations.

3.1 SVD-Based MIMO

SVD-based MIMO systems offer theoretically optimum
communication rates, and are therefore well known and
widely studied [27], and are sure to be migrated into future
MIMO systems. Rather than transmitting x, Alice precodes
the signal using the SVD of the channel matrix, H. Recall that
the SVD decomposes a matrix as H ¼ U�VH , where U

represents the left singular vectors of H, � ¼ diagf�1; . . . ; �ng
provides the singular values of the channel matrix along its
diagonal, V corresponds to the right singular vectors, and H
indicates the conjugate transpose.

Alice performs the SVD of H and precodes x with V by
transmitting Vx. Thus, Bob receives r ¼ HVxþ n, and
decodes x by operating on r with UH . Applying the
unitarity of U and H, we have

d ¼ UHr ¼ UHHVxþUHn

¼ UHU�VHVxþUHn ¼ �xþUHn:

Thus, Alice and Bob communicate over minðnr; ntÞ parallel
single-input single-output (SISO) channels.

Capacity achieved. Alice and Bob can achieve capacity
over the MIMO channel, H, by employing a waterfilling
solution over the associated parallel SISO channels as
computed above [27]. The mutual information between
Alice and Bob is

IðH;QÞ ¼ log2ðdetð½Inr þ �HQHH �ÞÞ;

where � ¼ Es=�
2
n is the SNR and Q is the input

covariance matrix. The optimal Q, denoted Q?, achieves
capacity (by maximizing the mutual information) by
allocating power optimally into the right singular vectors
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of H. This optimal power allocation is fp?1; . . . ; p?ng where
Q? ¼ Vdiagfp?1; . . . ; p?ngVH . Capacity for this channel is

CðHÞ ¼
Xn
k¼1

log2½1þ �p?k�k�;

where �k ¼ �2
k, and the optimal power allocation fp?1; . . . ; p?ng

is obtained by waterfilling using p?k ¼ ð�� 1
��k
Þþ, where

ðzÞþ ¼ maxðz; 0Þ. Here, � is chosen according to the trans-

mitter’s power constraint (e.g.,
Pn

k¼1 p
?
k ¼ 1). Note that in the

low SNR regime, waterfilling reduces to allocating all

available power to the strongest eigenmode, while in the

high SNR regime, waterfilling reduces to uniformly dis-

tributing the power over all nonzero eigenmodes.

3.2 Alamouti Space-Time Block Code

Many emerging standards incorporate the Alamouti space-
time block code [5]. In fact, 802.11n, 802.16, and 3GPP
(Release 7 and 8) all include this MIMO technique with
varying antenna constellations [3]. 802.11n currently sup-
ports 2-by-2 (two transmitters and two receivers), while
802.16 and 3GPP Release 7 support 2-by-1. All include
options for higher order antenna constellations in the future
(mainly 4-by-4). Since Alamouti is such a prevalent
component of emerging systems, we will examine attacks
specifically targeted at the Alamouti STBC scheme in an
effort to determine any general vulnerabilities.

The Alamouti 2-by-1 scheme [5] is essentially a spatial
repeater with a decoding trick used to minimize computa-
tion at the receiver. Assume that Alice has two transmit
antennas and wishes to send two symbols, c1 and c2, to Bob,
who has a single receive antenna. During the first symbol
period, Alice simultaneously sends c1 from antenna 1 and c2

from antenna 2. The next symbol period, Alice sends �c�2
from antenna 1 and c�1 from antenna 2, where � denotes the
complex conjugate. Let the channel coefficients h1 and h2

represent the paths between Alice’s two antennas and Bob.
The received signal for the first symbol period is
r1 ¼ c1h1 þ c2h2 þ n1, and for the second symbol period is
r2 ¼ �c�2h1 þ c�1h2 þ n2, where n1 and n2 are additive noise
components. By conjugating the signal received during the
second symbol period, the received signal over the two
symbol periods is given by r ¼ Gcþ n, where

r ¼ r1

r�2

� �
G ¼ h1 h2

h�2 �h�1

� �

c ¼ c1

c2

� �
n ¼ n1

n�2

� �
:

Decoding is done at the receiver by taking advantage of the
fact that GHG ¼ �I2, where � ¼ jh1j2 þ jh2j2. Including
ambient receiver noise, decoding is achieved by selecting
the symbol-tuple ĉ that minimizes

d ¼ jGHr� �ĉj2 ¼ jGHðGcþ nÞ � �ĉj2

¼ jGHGcþGHn� �ĉj2 ¼ j�cþGHn� �ĉj2

¼ j�ðc� ĉÞ þGHnj2:

As an example, given binary signaling with symbols c1 and
c2, there are four symbol-tuple’s to utilize

ĉ 2 fðc1; c1Þ; ðc1; c2Þ; ðc2; c1Þ; ðc2; c2Þg:

Extension to 2-by-2 is straightforward, as the minimization
is performed over both receive antennas.

4 MIMO CSI ATTACKS

In this section, we introduce our adversarial model and
present cogent attacks to severely degrade MIMO perfor-
mance. We introduce both ideal and practical attacks
against SVD and Alamouti MIMO schemes.

4.1 Adversarial Model

Our adversarial model assumes that the attacker, Eve, is
solely focused on jamming the communication between
Alice and Bob in a covert and effective manner. We begin
our analysis by assuming ideal adversarial conditions,
where Eve has knowledge of all of the relevant channel
responses (i.e., Alice-Bob, Alice-Eve, and Eve-Bob), and has
perfect control over the estimates used by Alice and Bob.
The authors note that such a model is impractical; however,
understanding the problem from an ideal perspective helps
to develop practical strategies. In our presentation of
practical attacks, we assume a strong yet reasonable
adversarial model. Eve needs to know the communication
protocol (specifically the channel sounding waveform and
its location), and she must have the ability to synchronize
her transmissions in time such that they arrive at the target
during the desired interval.

The protocol knowledge assumption is quite plausible as
channel sounding waveforms, or pilots, are transmitted in
every packet amidst changing data waveforms. The broad-
cast nature of the wireless channel allows an eavesdropper
to determine pilot locations quite easily. In order to be
covert and effective, Eve abandons traditional broadband,
full packet jamming strategies and only jams the pilot. To
see why this is useful, consider the 802.11n protocol, which
uses High Throughput Long Training Fields (HT-LTF) for
channel sounding [41]. A single HT-LTF lasts for 4 us, and
is transmitted from each antenna to allow channel estima-
tion. Thus the HT-LTF represents a relatively insignificant
jamming time relative to data transmission time. Given a
1,500 byte data packet transmitted at 54 Mbps, a single HT-
LTF represents only 1.8 percent of the transmission time. In
our later experiments, our worst performance results in
65 percent symbol error rate (SER) when we jam only the
CSI (with QPSK data modulation). Assuming the same SER
for a two-antenna 802.11n system, then jamming only the
CSI would keep Eve active for only 3.6 percent of the
transmission time, and would result in 975 bytes in error. If
Eve were to use traditional jamming strategies and only
target the data transmission for the same amount of time,
she would at best disrupt 3.6 percent of the packet, resulting
in only 54 bytes in error (which is certainly recoverable
under most forward error correction schemes in use today).

Regarding CSI attack synchronization, the authors recog-
nize that this is possible, though challenging, in a reactive
manner for asynchronous protocols. However, it is straight-
forward for synchronous protocols, especially given the state
of current SDR functionality. In fact, such synchronization is
a standard assumption in the electronic warfare (EW)
community. As a simple example, assume that Eve needs
to be time aligned to within half of an HT-LTF. Assuming
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line-of-sight transmission and the worst case topology, Eve
only need be within about 1

4 mile of her targets. For the rest of
this paper, we assume the adversary has the ability to
synchronize and target CSI, and later, in our systems
evaluations, we implement such an attack for a synchronous
protocol. The adversarial model is depicted in Fig. 1, and the
802.11n packet structure is illustrated in Fig. 2.

To analyze CSI attacks, we must be fully aware of how
the channel estimates are obtained. CSI estimates can be
obtained directly, or via messaging. Direct estimation results
from actual reception of the pilot waveform; most protocols,
such as WiMAX [16] utilize this technique for the forward
and reverse links. However, some systems also employ
messaging, where channel reciprocity is assumed in order to
use another party’s channel estimate. This is common in
cellular communications, where feedback on the forward
link is used to refine coding on the reverse link, and vice-
versa. For the analysis that follows, we denote the true
channel as H, and Alice’s and Bob’s estimates as ĤA and
ĤB, respectively. We note that Alice, Bob, or both may have
an erroneous channel matrix.

In the following sections, we introduce a variety of ideal
and practical attacks against SVD and Alamouti MIMO
systems. A listing of the techniques and their associations is
provided in Table 1.

4.2 Jamming SVD-Based MIMO

For SVD-based MIMO systems, both ĤA and ĤB are
needed, so the jammed waveform is

sJ ¼ ÛH
BHV̂Axþ ÛH

Bn

¼ ÛH
BU�VHV̂Axþ ÛH

Bn;

where ÛB are the left singular vectors of ĤB, V̂A are the

right singular vectors of ĤA, and H corresponds to the true

channel matrix.

4.2.1 Ideal Attacks

We now consider ideal attacks where Eve knows H exactly,

and can give both Alice and Bob an arbitrarily chosen

channel matrix. We emphasize that these attacks may not be

practical, and represent idealized assumptions for Eve.
Opposite waterfilling attack. Since Alice and Bob

waterfill over the channel eigenmodes, a strong attack is

for Eve to convince them to perform opposite waterfilling.

Eve can accomplish this by computing the SVD of the

channel, reversing the ordered singular values (i.e., for n

singular values, �̂i ¼ �n�i, Ĥ ¼ U�̂VH), and administering

a corrupted Ĥ to both Alice and Bob. Fig. 3 illustrates this

process. We note that this result is in clear contrast to [9],

where the recommendation is for Eve to add noise to the

existing eigenmodes in a manner proportional to eigenvalue

significance. The difference in attack methodology arises

because we attack only the channel estimation procedure,

while Boche et al. [9] assume that jamming occurs during

data transmission.
Orthogonal vector attack. In the full-rank, high SNR

regime, however, the opposite waterfilling attack will not

have much effect since each eigenmode represents an

excellent channel. Hence, it would be better for Eve to give

Alice and Bob a corrupted Ĥ so that their singular vectors

are orthogonal to the correct singular vectors (i.e., make

ÛH
BU ¼ 0, VHV̂A ¼ 0, or both). In this manner, Bob will

incorrectly decode Alice’s transmissions.
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Fig. 1. Alice transmits a packet to Bob over the wireless channel, h. The
transmission consists of data and a pilot for channel estimation.
Adversary Eve interferes with the communication by transmitting her
own synchronous, rogue packet over the channel, hE .

Fig. 2. 802.11n packet structure for mixed mode and green field
operation. High throughput long training fields are used to estimate the
channel matrix, H, between the transmitter and the receiver.

TABLE 1
CSI Jamming Strategies

Fig. 3. Optimal waterfilling is not used. The jammed channel estimates
result in an actual distribution of power using opposite waterfilling.



4.2.2 Practical Attacks

In the real world, Eve cannot arbitrarily give a corrupted Ĥ

to Alice and Bob. But, she can attack the channel sounding

process itself. We now propose a selection of practical

jamming attacks.
Ambient noise attack. An important property of the

SVD is that it is a noncontinuous function; therefore, it can

be very susceptible to noise. Consider the following

perturbation of H by an error matrix E:

H ¼
1 0

0 1þ �

� �
; E ¼

0 �

� ��

� �
;

Ĥ ¼ HþE ¼
1 �

� 1

� �
;

V ¼
1 0

0 1

� �
; V̂ ¼ 1ffiffiffi

2
p

1 1

1 �1

� �
:

Thus, a 45 degree relative shift in the singular vector spaces

occurs for arbitrarily small values of �. So, can Eve

effectively jam communication between Alice and Bob by

letting ambient noise do the work? The answer is generally

“no” because such extreme perturbations are related to

matrices with close singular values [38], and most real-

world MIMO channels do not have close singular values.

Consider a MIMO channel under Rayleigh fading with
uncorrelated antenna elements. Here, the channel matrix

contains zero-mean, complex, normal i.i.d. elements. The

singular values of such a matrix are the square roots of the

eigenvalues (�i ¼
ffiffiffiffiffi
�i
p

) of the matrix, W ¼ HHH (for

nt > nr, otherwise we use W ¼ HHH). W is a central

Wishart matrix, and its eigenvalues are characterized in

[18]. Defining n ¼ minðnt; nrÞ, m ¼ maxðnt; nrÞ, and noting
the ordered eigenvalues of W as ð�1 � �2 � � � � �nÞ, the

resulting joint p.d.f of eigenvalues is [20]

pð�1; �2; . . . ; �nÞ ¼ K
Yn
i¼1

e��i�
ðm�nÞ
i �

Yn
i<j

ð�i � �jÞ2;

where K is a normalization constant

K ¼ 	ðnðn�1ÞÞ

�nðmÞ�nðnÞ
;

and �n is defined as �nðaÞ ¼ 	ðnðn�1Þ=2ÞQn
i¼1 ða� iÞ!.

Fig. 4 depicts distance distributions related to the

eigenvalues of W for a 3 by 4 Rayleigh fading MIMO

channel. Since the channel matrix is 3 by 4, there are only

three eigenvalues to consider. For illustrative purposes, the

fading parameters were chosen so that the eigenvalues were

generally less than 20. Plotted is the probability versus mean

and minimum eigenvalue distances. In this case, the expected
minimum eigenvalue distance is 1.8, and the expected

average eigenvalue distance is 3.1. Hence, close singular

values are not probable. Generally, the probability of

encountering a channel ofn eigenvalues where the minimum

eigenvalue distance exceeds 
 is given by

P ð4�min � 
Þ ¼
Xn�1

i¼1

P ðð�i � �iþ1Þ � 
Þ:

For the 3 by 4 channel considered, the probability that the
minimum eigenvalue distance is greater than 1 is 86 percent.
Moreover, 97 percent of the time the minimum eigenvalue
distance encountered is greater than 0.5.

Singular value perturbation attack. Since H is generally
well behaved under Rayleigh fading conditions, Alice and
Bob need not worry about drastic changes in the singular
vectors when subjected to general low-powered attacks or
even noise. But this does not mean that the singular values
are safe. In fact, Eve can use perturbation theory to gauge an
attack on the singular values. In general, small random
perturbations of the channel result in small perturbations of
the singular values. Also, small singular values tend to
increase under random perturbation on the order of square
root of the number of transmitters [38]. Inherently, by
injecting noise during the channel estimation procedure,
Eve makes bad channels appear better—which is Eve’s goal.
Eve may bound her effect on the singular values by [14],
[38], [43]

j�kðHþEÞ � �kðHÞj � �1ðEÞ ¼ kEk2;

or more generally, by [14], [25], [38]

Xn
k¼1

ð�kðHþEÞ � �kðHÞÞ2 � kEk2
F :

By utilizing these bounding equations, Eve may determine
how effective she can be as a jammer when attacking the
singular values of the channel. As noted earlier, in full-
rank, high SNR scenarios, Eve should not direct her attack
against the singular values, but instead should attack the
singular vectors. This is challenging to accomplish if Eve
merely injects noise. However, we will see shortly that is
quite possible by exploiting the steps in the channel
sounding process!

Channel rank attack. The CSI estimation procedure
often involves transmitting a channel sounding waveform
from a single antenna and using it to estimate the channel to
each receive antenna (and then cycling through the transmit
antennas). For each of Alice’s transmissions, nr channel
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Fig. 4. Eigenvalue distribution analysis of the Wishart matrix for a 3 by 4
Rayleigh fading MIMO channel. Plotted is the probability distribution
versus mean and minimum eigenvalue distances. Due to channel
constraints, eigenvalues are less than 20. Close singular values are
clearly not probable.



elements are calculated by Bob. Thus, ĤB will be populated
columnwise (h1i; h2i; . . . ; hnri). If messaging is not used to
return the estimate to Alice, then Alice’s channel estimate,
ĤA, will fill in rowwise (hi1,hi2; . . . ; hint ).

Eve can perform a channel rank attack by transmitting
the channel sounding waveform (using a single antenna) in
the exact same manner for each channel sounding step. We
assume stationarity over the channel estimation procedure,
which is certainly acceptable since CSI-based schemes
would not work without stationarity over training and data
periods.

If Alice and Bob perform their own channel estimations
(i.e., messaging is not implemented), then Bob and Alice
will estimate the channel, respectively, as

ĤB ¼

x x . . . x

y y . . . y

..

. ..
. . .

. ..
.

z z . . . z

0
BBBB@

1
CCCCA ĤA ¼

a b . . . c

a b . . . c

..

. ..
. . .

. ..
.

a b . . . c

0
BBBB@

1
CCCCA;

where each estimate has a rank of 1 regardless of element
values. The effect is that Alice and Bob will empty all of
their power into a single eigenmode. This will cause
decoding errors as Alice and Bob will be using independent
eigenmodes. Additionally, Alice and/or Bob may react to
the fact that the channel appears singular and decide to
revert to traditional SISO communications, therefore negat-
ing the benefits available with the true MIMO channel.

If messaging is implemented in the Bob to Alice
direction, and Eve is incapable of injecting her own
messages, then ĤA 	 ĤB (due to quantization such as
found in the WiMAX feedback scheme described in [16,
p. 449]). Thus, Alice and Bob will be using a single common
eigenmode. However, this eigenmode will be random with
respect to the channel and therefore represents a subopti-
mal solution, even in the case of no CSI [45]. Further, it may
again be decided to revert to SISO communications due to
the rank deficiency of the channel. Either way, the benefits
of the true MIMO channel are not utilized.

4.2.3 Simulation Study

On the other hand, if Eve is capable of injecting her own
messages, then more powerful opportunities emerge (e.g.,
sending Alice a channel estimate that is full rank since it has
been proven that Bob’s estimate will be singular). A
particularly damaging attack to note assumes that Eve can
also intercept and decode Bob’s estimates (which is
reasonable if we are already assuming she can inject and
encode messages as if they were from Bob). In this scenario,
Eve learns the jammed (or even unjammed) channel
estimates from Bob by eavesdropping on his reports. She
should then compose and inject channel estimates back to
Alice in order to implement the orthogonal vector attack.

4.3 Jamming the Alamouti STBC

We now switch focus to discuss attacks against the
Alamouti STBC. We begin with a simulation study before
presenting ideal and practical attacks.

Recall that the Alamouti scheme only requires channel
estimates at the receiver. During channel estimation

jamming, the channel matrix G becomes a corrupted Ĝ,
which affects decoding as

dJ ¼ jĜHr� �̂ĉj2 ¼ jĜHðGcþ nÞ � �̂ĉj2

¼ jĜHðGcþ n� ĜĉÞj2

¼ jĜHðGc� ĜĉÞ þ ĜHnj2:

We call dJ the Alamouti metric for clarity, and note that
�̂ ¼ jĥ1j2 þ jĥ2j2. For an error to occur, the value of dJ for an
incorrect symbol-tuple must be minimal. Ignoring noise,
absolute minimization occurs when ðGc� ĜĉÞ lies in the
null space of ĜH . We now consider two special cases: ĜH ¼
0 and Gc� Ĝĉ ¼ 0. The first case implies that Eve has
convinced Bob that the channel is 0, which is extremely
unlikely and would immediately reveal Eve’s presence. The
second case, however, deserves further examination, but
we first present results from a simulation study.

Under the Alamouti 2-by-1 scheme, two symbols are sent
over two symbol periods from two antennas to a single
receiver. The narrowband, time-invariant channel matrix for
such a scheme is given by two complex coefficients,
h ¼ ½h1 h2�. In jamming this channel, we look at perturbations
of h in the complex plane given a “jammer power constraint.”
In our simulations, the true channel is set to h ¼ ½ð1þ jÞ;
ð1þ jÞ�, and the jammer is empowered to alter the in-phase (I)
and quadrature (Q) components of an hj arbitrarily in the
range of ½�1; 1� in step sizes of 0.2 (e.g., one jammed channel
instance is hJ ¼ ½ð�1þ 0:6jÞ; ð�0:2� 0:4jÞ�). For each possi-
ble jammed channel, the simulation iterates over every
possible input codeword (or symbol-tuple) associated with
the user-specified signal constellation. (For a given constella-
tion with M symbols, there are M2 possible 2D codewords.)
For each jammed channel instance, the simulation calculates
the number of symbol errors that occur for every possible
input codeword (for the Alamouti 2-by-1 scheme, the
maximum number of symbol errors per input codeword is
2). The simulation repeats this process for every possible
jammed channel case. At the end of the simulation, the
jammed channels that resulted in the most symbol errors
(which in all cases examined turned out to be the maximum
errors possible, which is 2M2) are logged. Each simulation
produces two subplots. The first relates to the first channel
coefficient, h1, while the second subplot relates to the second
channel coefficient, h2). The dotted line is the unjammed
channel coefficient, while the solid lines are the jammed
channel coefficients. While these plots do not directly
illustrate which hJ1 goes with which hJ2, it is interesting to
note the structure of the jammed channel coefficients when
compared to the actual signal constellation. M-PSK cases for
M ¼ f2; 4; 8g and 16-QAM are shown in Fig. 5, where a
“perfect” channel of h ¼ ½ð1þ jÞ; ð1þ jÞ�was used. Note how
the symbol error regions mimic the signal constellation.

In order to illustrate the 1-to-1 nature of the jammed
coefficients, Fig. 6 shows results from a QPSK simulation
where the second jammed coefficient is held constant
(hJ2 ¼ ½�1� j�). Each of the points displayed for the first
jammed coefficient, hJ1, results in the maximum number of
symbol errors. Again, the error region clearly relates to the
signal constellation. This is important because 64-QAM is
mentioned for WiMAX and 3GPP MIMO standards when
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using Alamouti-based schemes (and extension of these
results to 64-QAM is straightforward).

It is apparent that the maximal symbol error region
related to the Alamouti STBC mimics the signal constella-
tion. Fig. 7 illustrates the maximally effective jamming
region, �, associated with QPSK for a single channel
coefficient. If Bob decodes using channel coefficients that
lie within their respective � regions, then every transmitted
symbol will be recovered in error. Let us examine the first
channel element, so that h ¼ h1 from Fig. 7. Bob will be
effectively jammed on this antenna if he decodes with j, k,
�k, or �h, whereas decoding with j (or of course h), will not
incur any errors. The same geometrical phenomenon holds
for any M-ary PSK or QAM modulation. Note that attacking
either the I or the Q component of a given channel
coefficient does not guarantee inclusion within � (the
reader can verify this by considering QPSK modulation
with h1 ¼ 1þ 0:2j where the Q component is inverted).

However, observe that for any of the examined schemes, it
is sufficient to simply invert the channel coefficients (both I
and Q) in order to maximally jam the communication. Thus,
Eve need not even know the modulation as long as she can
reliably invert Bob’s estimate of the true channel.

4.3.1 Ideal Attacks

We begin our Alamouti attack analysis under our ideal
adversarial model. Thus, Eve knows the channel and can
force Bob to use a Ĝ of her choosing. By considering such a
scenario, we can better develop and therefore defend
against practical, real-world attacks.

Selective symbol jamming. Given the channel estimate

and the symbol-tuple to be transmitted, Eve can choose the

symbol-tuple, ĉ, that she wishes Bob to decode by giving

Bob Ĝ, so that Ĝ ¼ GcVĉ�
�1
ĉ UH

ĉ , where ĉ ¼ Uĉ�ĉV
H
ĉ . We

note that ��1
ĉ is not the traditional matrix inverse of �ĉ, but

rather ��1
ĉ is computed by transposing �ĉ and inverting its

nonzero diagonal elements (i.e., singular values).
Let us look at an example using the real-valued channel

h ¼ ½7� 8�, and BPSK modulation with symbols “�1” and
“1.” The resulting symbol-tuples are defined in Table 2.
Table 3 depicts a Ĝ (computed via the SVD method
described above) that forces Bob to decode symbol-tuple
cð1Þ rather than the transmitted symbol-tuple cð0Þ, when
there is no additional channel noise. The table also displays
the metrics that Bob computes for the other possible
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Fig. 5. Jamming the Alamouti 2-by-1 scheme using MPSK and QAM constellations. The actual channel is given by h ¼ ½ð1þ jÞð1þ jÞ� (a) BPSK.
(b) QPSK. (c) 8PSK. (d) 16QAM.

Fig. 6. Jamming Alamouti 2-by-1 for a QPSK constellation where we
hold the jammed second channel coefficient constant at �1� j. The
actual channel is given by h ¼ ½ð1þ jÞð1þ jÞ�.

Fig. 7. The maximally effective jamming region, �, is shown for a single
channel coefficient, h, for the Alamouti 2-by-1 STBC using QPSK.
Channel estimates �h, �j, k, and �k all lie in the effective jamming
region.

TABLE 2
BPSK Symbol Tuples

TABLE 3
Selective Symbol Jamming



symbol-tuples when cð0Þ is transmitted. It is evident that
minimization occurs with cð1Þ.

But, a jamming attack that replaces G with Ĝ affects all
of the transmitted symbol-tuples. Table 4 illustrates Eve’s
impact across every possible transmitted symbol-tuple. For
example, when cð0Þ is transmitted, cð1Þ is decoded with a
metric of 0. Likewise, when cð3Þ is transmitted, cð2Þ is
decoded. Note that transmitted symbol-tuples cð1Þ and cð2Þ
have identical decoded metric values, and that they also
exhibit two possible valid decoded symbol-tuples (cð0Þ and
cð3Þ), both of which are incorrect. The capability to
strategically change certain symbol-tuples would allow
the jammer Eve to disrupt specific data sequences within
messages. Fortunately, for Alice and Bob, it is difficult for
Eve to affect Ĝ in the exact manner considered above. First,
even letting Eve replace G must adhere to simple
restrictions, as even a simple implementation of the
Alamouti scheme would check that Ĝ satisfies

Ĝ ¼ a b
b� �a�

� �
:

We acknowledge, though, that our outlined general
exploitation of Ĝ may be achievable by way of an internal
system-level attack. However, for this paper, we are only
focused on exploitations that are available at the physical
RF level. So, we must consider perturbation matrices
generated from ĥ ¼ ½ĥ1 ĥ2�. Given this constraint, Eve is
still capable of selective symbol jamming. Table 5 depicts
the symbol-tuple transition table when Bob performs
decoding with ĥ ¼ ½�7� 8�. Note that while the desired
symbol-tuple transition metric for cð0Þ ) cð1Þ is not 0, it
does represent a global minimum (of 21).

We now take time to discuss error nomenclature—
specifically, the differences between symbol-tuple errors,
symbol errors, and bit errors. Symbol-tuple errors occur
when Bob incorrectly decodes a symbol-tuple. This does
not necessarily mean that all of the symbols that Bob
decodes are in error. Rather, it ensures that at least one
symbol within the symbol-tuple is in error. For the
Alamouti 2-by-1 STBC, there are two symbols transmitted
per symbol-tuple, so a symbol-tuple error implies at least

one symbol was decoded in error. For the ideal selective
symbol jamming case presented in Table 4, we see that
symbol-tuple cð0Þ is decoded incorrectly as symbol-tuple
cð1Þ. Looking at the symbol-tuple mappings in Table 2, we
see that this produces 1 symbol error. If, in fact, the symbol-
tuple had been decoded as cð3Þ, then there would be two
symbol errors. Bit errors then arise as a result of the symbol
definitions. At this juncture, we do not consider bit-to-
symbol mappings since they are user-defined and incon-
sequential to our current analysis.

Channel inversion attack. We now examine an attack
where Eve successfully inverts the channel estimate so that
Bob uses ĥ ¼ �h (i.e., Ĝ ¼ �G) to decode messages sent by
Alice. To gain a better understanding of the attack, let us
look at two examples using different modulations: BPSK
and QPSK. First, reconsider the previous BPSK example.
Table 6 illustrates the decoded metrics given a noiseless
channel and the resulting symbol-tuple transitions when
Eve enacts a channel inversion attack. It is evident that each
symbol-tuple is perfectly disturbed.

Now, consider an example with QPSK and a true channel
of h ¼ ½ð7� 2jÞð�8þ 4jÞ�. Using f1; j;�1;�jg as the QPSK
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TABLE 4
Jammed Metrics—Ideal

TABLE 5
Jammed Metrics—Practical

TABLE 6
Jammed Metrics—Inverted



symbols, we define symbol-tuple mappings in Table 7.
Under the channel inversion attack, the symbol-tuple
transitions are ci $ cðiþ6Þ%16 for i 2 f2; 3; 6; 7; 10; 11; 14; 15g.

4.3.2 Practical Attacks

Implementing any of the aforementioned attacks in the real
world raises some questions. For instance, Eve can never
truly know the phase of the signals arriving at Bob (from
Alice or Eve) due to channel unknowns (e.g., multipath,
antenna separations, etc.). Thus, if Eve is conducting
channel inversion, she cannot guarantee that her signal is
180 degrees out of phase with Alice’s when it arrives at Bob.
We now present a selection of practical attacks.

Probabilistic attack. Given limited situational knowl-
edge such as her jammer to signal ratio, Eve can reliably
estimate her success by analyzing jamming regions. Let us
revisit the Alamouti 2-by-1 STBC for QPSK. If h is the actual
channel coefficient between Alice and Bob, and r is Eve’s
transmission as seen by Bob, then the probability of moving
the channel estimate into the maximally effective jamming
region, P ð�Þ, can be calculated for a single antenna pair by

P ð�Þ ¼

0 if
jrj
jhj �

ffiffiffi
2
p

2
;

2

	r2
cos�1 A

jrj

� �
r2 �AB

� �
if

ffiffiffi
2
p

2
<
jrj
jhj � 1;

3

4
� 1

	r2
ABþ sin�1 A

jrj

� �
r2 þ h2

� �
if
jrj
jhj > 1;

8>>>>>>>><
>>>>>>>>:

where A ¼ jhj
ffiffi
2
p

2 , B ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
r2 � h2

2

q
, and we define r2 ¼ rr�, and

h2 ¼ hh�. The J/S can be calculated in decibels (dB) by
10 log10

r2

h2 . Fig. 8 illustrates two extreme J/S scenarios
(J=S
 0 dB and J=S� 0 dB). When the J=S
 0, Eve simply
does not perturb the channel estimate enough to make a
difference. However, when the J=S� 0, Eve has a 3=4 chance
of maximally interfering with a given antenna element. (For a
general MPSK scheme, the jamming success probability of a
single antenna is ðM � 1Þ=M when the J=S� 0.)

For ease of presentation, we continue by assuming that
Eve is a very strong jammer (i.e., J=S� 0 dB). Under the
well accepted wide-sense stationary uncorrelated scattering
model (WSSUS) [7], in a rich multipath environment Eve

will interfere with each estimate with an independent,
random phase. Thus, Eve will penetrate both effective
jamming regions 9=16 of the time. Furthermore, Eve has
3=8 chance of interfering effectively with estimate 1 or
estimate 2. So, Eve is only completely ineffective as a
jammer 1=16 of the time. Additionally, these probabilities
equate to ððM � 1Þ=MÞ2, 2ðM � 1Þ=ðM2Þ, and 1=ðM2Þ,
respectively, for a general MPSK constellation. But, there
is more that Eve can do to ensure her effectiveness.

Oscillating channel inversion attack. To guarantee some
level of jamming success, Eve may implement an oscillating
channel inversion attack. Although Eve cannot be certain of
the arriving phase, she can oscillate her transmit signal by
180 degrees for every incremental burst. By doing so within
the time coherence of the channel, she ensures that at least one
out of every two jamming attempts lies within the optimal
jamming region for a single estimate. Consider the jamming
region finite state machine in Fig. 9 which assumes QPSK
modulation. Here, �1 indicates the optimal jamming region
for estimate 1, and �2 indicates the jamming region for
estimate 2. Four possible states arise as a result of Eve’s
oscillating attack. There is a 9=16 chance that Eve’s initial
attack falls within the optimal regions for both estimates. As
can be seen, there is only 1=9 chance of leaving that state to
the completely ineffective state of (�c

1, �c
2), while remaining

in the totally effective state occurs with probability 4=9. As a
jammer Eve will be totally effective 25 percent of the time
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TABLE 7
QPSK Symbol Tuples

Fig. 8. Two extreme J/S scenarios are illustrated, where h is the true
channel, r is the jamming waveform, and � represents the effective
jamming region for QPSK modulation. (a) For J=S
 0 dB, the jammer
has no real effect. (b) For J=S� 0 dB, the probability of randomly
perturbing the channel estimate for a single pair into the jamming region
approaches 3/4.

Fig. 9. Jamming region finite state machine for an oscillating channel
inversion attack against the 2-by-1 Alamouti STBC using QPSK
(J=S� 1).



(9=16� 4=9), and completely ineffective never. In fact, the
worst performance occurs only 6.25 percent of the time, and
still jams the desired regions half of the time—which is
sufficient to defeat most interburst source decoding schemes.

Channel rank attack. Another valuable attack is similar
to one described earlier where Eve jams the channel
sounding procedure with the same waveform from a single
antenna. For any Alamouti case (assuming channel statio-
narity), the channel will appear singular to Bob. This will
have a twofold effect: 1) decoding errors will occur due to
the channel misestimation and 2) Bob may decide to send a
message to Alice telling her to revert to traditional SISO
communication because the channel is singular (thus,
defeating any MIMO advantages to be had). This attack is
simple yet powerful.

5 EXPERIMENTAL VALIDATION

In this section, we demonstrate the effectiveness of jamming
the channel estimation procedure in real-world environ-
ments. We focus on the Alamouti STBC due to its ease of
implementation.

5.1 Alamouti STBC Jamming Experiment

An oscillating channel inversion attack was carried out
against the Alamouti STBC using GNU Radio [2] and the
Universal Software Radio Peripheral [4]. The Alamouti 2-by-
1 STBC was implemented using QPSK in the 1,800 MHz
band. Alice was outfitted with two transmit antennas and
sent bursts once every 4 ms to Bob. In order for Bob to
estimate the channel, Alice preceded her data transmissions
with channel sounding waveforms, TS1 and TS2. TS1 was
sent from transmit antenna 1, and was shortly followed by
TS2 from antenna 2. Thus, Bob could obtain the channel
estimates necessary for decoding under the Alamouti
scheme. This procedure is found in protocols such as
802.11n [15]. For this experiment, Alice’s data payload
consisted of 12 symbols transmitted at 12.5 kBd. To ease
our analysis, Eve only interfered with every other burst—
transmitting her own synchronous channel sounding wave-
forms. The experimental procedure is illustrated in Fig. 10.
Care was taken to produce a stationary, yet richly scattered
environment (e.g., no line of site and many reflectors).

To ensure some level of jamming success, Eve’s transmis-
sions were incrementally phased-shifted by 90 degree for
every burst (which was chosen rather than 180 degree to
provide an expanded sample set for analysis). Additionally,
several J/S scenarios were tested (J=S 2 f20; 10; 0g dB), each

of which resulted in 200 jammed and 200 unjammed bursts.
We did not explore J=S
 0 because we showed earlier that
it would not be effective (see Fig. 8).

In analyzing the experimental results, we pay close
attention to Bob’s phase estimates for TS1 and TS2 for both
the jammed and unjammed scenarios. This is because phase
errors will mainly be responsible for symbol-tuple decoding
errors in these J/S regions. Statistical results of the
experiment are listed in Table 8. For each J/S scenario, the
average phase offset and its variance are calculated for the
jammed and unjammed cases for each training sequence.
Additionally, the symbol error rates are listed.

First, let us examine the large J/S cases (i.e., J=S 2
f20; 10g dBm). In these two experiments, Eve caused phase
errors at both antennas reliably by an incremental 90
degrees for each jammed burst (and with a minimal
variance). The reader should note, however, that there is
another drift occurring on a burst-by-burst basis during
unjammed operation. Here, Bob’s phase estimates are
drifting by a random yet constant offset from experiment
to experiment (and the variances of the drift are also notably
small). This drift is attributable to physical phenomena such
as local oscillator (LO) drift and frequency offsets between
tuners. So, it is apparent that Eve’s actual effect at Bob is a
function of her waveform and the unjammed phase drift (in
fact, it is the difference in the arriving phases between
Alice’s and Eve’s transmissions). This is important since, in
the real world, Eve needs to incorporate Alice’s phase drift
in order to more successfully jam the communication using
an oscillating channel inversion attack. Thus, a superior
attack strategy is for Eve to observe Alice’s drift at Eve, and
then match her transmissions accordingly. This does not
guarantee her initial phase arrival, only that the incremental
drift from burst to burst is more controllable—which is her
goal. In fact, it is noted that the initial phases for all J/S
scenarios were random.

Now, let us examine the low J/S experiment. The
unjammed phase drift is constant with low variance. While
the average effect of the jammer produces the 90 degree
incremental offset, the variance of the offset is very large (for
both antennas). Thus, Eve cannot control her impact.

Finally, we examine the symbol error rates from the
experiments. For each J/S scenario, the symbol error rate is
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Fig. 10. Alice transmits TS1 and TS2 from her antennas so that Bob can
estimate the channel coefficients. Eve transmits her own channel
sounding waveforms during these slots in an effort to perturb Bob’s
estimations. For our experiments, Eve only interferes with every other
burst.

TABLE 8
Experimental Results



quite large (which was Eve’s objective). The astute reader
may wonder why the lower J/S scenario has a higher
symbol error rate. This is because the higher J/S experi-
ments were not accounting for Alice’s phase drifts.

To summarize, in the high J/S arena, a real-world,
oscillating channel inversion attack has been shown to be
realizable and quite powerful. Additionally, as a direct
result of our experimental analysis, an important feature of
this type of attack involves accounting for Alice’s phase
drift. In the low J/S regime, the oscillating channel inversion
attack is still effective; however, it is less controllable
(as shown by the large variances listed in Table 8).

6 PROTECTING THE CSI

We now introduce a general channel estimation protection
strategy that can be used to mitigate these kinds of
intelligent attacks. The basic premise is that signals
transmitted within the same channel coherence bandwidth,
�BW , will experience comparable channel effects [33].
Therefore, if a pilot is transmitted at a nominal frequency
of ~f , then the same pilot transmitted at frequency f0 will
experience similar fading effects if j~f � f0j < �BW . For
microcellular environments, the coherence bandwidth
typically does not go below 80 KHz [36].

Suppose, for simplicity of discussion, that Alice has a
single transmit antenna. She can then embed an authentica-
tion message into the frequency of the pilot without
sacrificing CSI validity so long as the transmission remains
within �BW . By quantizing �BW into N distinct levels
surrounding the frequency, ~f , that Alice would normally use
to transmit the pilot, she can send an authentication
message by transmitting her pilot in the appropriate
frequency interval. We emphasize that the pilot is trans-
mitted at the offset frequency, f0, while the data are still
transmitted at the nominal frequency, ~f . Since Bob expects
the authentication message at f0, he can still properly
demodulate the data transmitted at the nominal frequency,
~f , by accounting for the known frequency offset in his data
recovery routines. Further, since f0 is within the coherence
bandwidth of ~f , the CSI estimate for f0 is nearly identical to
the original estimate for ~f .

6.1 Relative Frequency Codebook (RFC)

As we saw in our validation experiments, instabilities and
drifts associated with independent local oscillators at Alice
and Bob render absolute frequency an unsuitable choice. We
therefore propose the use of relative frequency. Given a
MIMO scenario with M transmit antennas, Alice should
transmit a baseline pilot using her first physical transmit
antenna. She can then use the remaining M � 1 antennas to
transmit authentication messages using the relative fre-
quency offsets from the baseline pilot transmission.
Frequency drifts are not an issue in this scenario, because
all M antennas are driven by the same local oscillator (at
Alice or Bob). Given N frequency quantization levels and
M antennas, Alice can achieve b authentication bits per
packet, where b ¼ ðM � 1Þ log2 N .

As an example, suppose Alice is equipped with M ¼ 2
transmit antennas and uses N ¼ 8 quantization levels over
200 KHz to provide CSI authentication. By frequency

shifting the pilot for the second antenna, Alice can send 3-
bit (¼ log2 8) authentication messages by using 25 KHz
frequency offset increments. For simplicity, consider that
Alice uses a nominal carrier frequency, ~f , of 5.8 GHz, and
encodes her messages by using a frequency offset that is
proportional to the two’s complement form of her message,
m. Denoting the two’s complement operator as y, Alice
transmits her message bearing tone at f0 ¼ ~f þ ð�fÞðmy2Þ10,
where �f ¼ 25 KHz. Now, envision that Alice wishes to
send the following four 3-bit authentication messages
(transmitted over several packets):

m ¼ f011; 010; 111; 001g;
ðmyÞ ¼ f3; 2;�1; 1g;

yielding a complete 12-bit message that ultimately verifies

the channel response estimate as authentic. Alice can

accomplish this over four packets by transmitting the pilots

from the first antenna at ~f ¼ 5:8 GHz, and the pilots from the

second antenna at

f
0
¼ 5;800 MHzþ f75; 50;�25; 25g KHz

¼ f5;800:075; 5;800:05; 5;799:975; 5;800:075g MHz:

Suppose that interpacket local oscillator variability

produces frequency drifts as seen by Bob of

f
d
¼ f10;�10; 25; 30g KHz:

Under such conditions, Bob receives the nominal, ~f
B

, and

message bearing, f
0;B

, pilots at

~f
B
¼ ~f þ f

d

¼ f5;800:01; 5;799:99; 5;800:025; 5;800:03g MHz;

f
0;B
¼ f

0
þ f

d

¼ f5;800:085; 5;800:04; 5;800:00; 5;800:105g MHz:

Bob decodes the authentication messages via

ðm̂yÞ ¼
ðf

0;B
� ~f

B
Þ

�f

�����
�����

¼ f3; 2;�1; 1g;
�� � m̂ ¼ f011; 010; 111; 001g:

Thus, despite oscillator instabilities, Bob recovers the

authentication messages correctly. Fig. 11 illustrates the

quantization of �BW for the Relative Frequency Codebook

authentication scheme.
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Fig. 11. The relative frequency codebook scheme utilizes relative
frequency offsets from nominal to embed an authentication message.
The CSI estimates remain valid since the offsets are within the
coherence bandwidth, �BW , of the channel



This authentication scheme offers error inference by
physical layer pilot observation. For instance, channel noise
simply increases the noise floor. Cochannel interference
does the same, but in a sporadic manner since transmis-
sions are asynchronous. For interfering devices, invalid
authentication messages would be seen at unexpected
times. While an adversary can mimic both channel noise
and cochannel interference, we have noted that truly smart
attacks will target the pilots in a synchronous fashion. But
because Eve is not aware of the authentication message to
send, she does not know where in frequency to transmit
her rogue, attack pilots.

6.2 Selective Usage

Some real-world devices will not be able to implement the
Relative Frequency Codebook scheme due to transmitter
limitations or orthogonal frequency division multiplexing
(OFDM) implementations. In OFDM, carrier frequencies are
selected carefully so as to minimize intercarrier interference;
thus, they may not be readily adaptable. To accommodate
these operational scenarios, we propose a lower bit-rate
alternative that we refer to as Selective Usage. Without
altering the actual frequency of the pilots, Alice may choose
to selectively omit the pilot for a given transmit antenna.
While CSI information cannot be directly estimated by Bob
for the omitted antenna, he may utilize estimates from
neighboring pilots that lay within the coherence bandwidth,
or he may develop an appropriate estimate using previous
measurements [40]. Additionally, Bob can always use the
data itself to perform timing, frequency, and phase recovery
when the pilot is absent. While this is less efficient from a
processing perspective, it does allow for CSI authentication
without loss of accuracy due to CSI estimate interpolation
[40]. Selective omission of pilots will effectively transmit the
authentication message to Bob in a binary fashion using
each nominal pilot frequency. For instance, Alice can send a
1 to Bob by transmitting a pilot, and a 0 by remaining idle.
Given M transmit antennas, Alice can send b authenticated
bits per packet, where b ¼ log2 M. Under Selective Usage,
transmissions from antennas that should remain silent
would indicate smart adversarial activity.

7 CONCLUSION

Although much research has been done in the area of
jamming MIMO, little research has considered attacks from
a smart adversary. In this paper, we introduced and
explored a channel estimate jamming strategy against
MIMO systems. By targeting the channel estimation
procedure, an adversary may launch effective jamming
attacks against unsuspecting users. We presented jamming
methodology for SVD-based MIMO systems including a
powerful and practical channel rank attack. Further, we
presented strategies to undermine the popular Alamouti
STBC-based MIMO scheme. Such attacks have been proven
viable by way of analysis, simulations, and real-world
experimentation. Additionally, the attack strategies that we
presented have been general and may be applied to other
MIMO systems. Further, we introduced a viable channel
estimate authentication strategy that can mitigate the
powerful effects of our attacks.
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