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Abstract— When an adversary illicitly uses spectrum that
it is not authorized for, it does so with a purpose in mind,
such as to download a file or perhaps engage in a real-time
communication session. In this paper, we examine how the
incorporation of knowledge related to an adversary’s purpose
can improve the effectiveness of spectrum scanning protocols.
First, we study the difference in the thief’s behavior when
considering throughput and delay as the two primary QoS
parameters he is concerned with. Through our analysis, we show
that the detection probability of unlicensed access to spectrum
resources depends on the application type. Knowledge of the
application type can be incorporated to spectrum scanning
to tune better it to detect the thief. To illustrate this, we
examine two Bayesian games. In the first game, the scanner
wants to minimize the time needed to detect the invader.
In the second game, the scanner wants to maximize the detection
probability at each time slot by adapting its belief regarding the
adversary’s activity. In particular, it is shown in the minimizing
detection time game that the equilibrium strategies are contin-
uous with respect to priori knowledge of the invader’s activity.
Meanwhile, for the maximizing detection probability game, the
strategies can have a jump discontinuity. This phenomena can
be explained as the difference between tactical and strategic
decision making: tactical decision making allows short-term,
unpredictable moves, while strategic decision making is inclined
to predictable moves. Finally, since the bandwidth model used in
this paper is general, the conclusion as well as the approach
provided can be applied to a variety of different network
protection problems.

Index Terms— Intrusion detection, wireless networks, Bayes
methods.

I. INTRODUCTION

THE OPENNESS of the lower-layer protocol stacks will
enable cognitive radios (CR) to be an appealing platform

for dynamic spectrum access (DSA). In spite of the potential
benefits of dynamic spectrum access, the rewards are only
possible if entities participate properly in the use of such
spectrum. Unfortunately, the exposure of a cognitive radio’s
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protocol stacks to the public makes it possible for CR plat-
forms to be utilized for irresponsible behavior by secondary
users [1]. A misuse of a CR can significantly compromise the
benefits of DSA and threaten the privileges of incumbent users.
Therefore, having the ability to enforce spectrum policies is
an essential component to guaranteeing the correct operation
of DSA and spectrum leasing.

The detection of unauthorized usage of spectrum is
basically a problem of distinguishing bad (unauthorized)
transmissions from good (authorized) ones, and there have
been numerous signal processing techniques proposed for
detecting unauthorized signals in the presence of authorized
transmissions. Distinguishing unknown signals based on power
(or energy) measurements is not a trivial issue, as illustrated by
the brief survey we provide: The issue of detecting unknown
signals in noise was addressed in [2] and in [3] for unknown
signals over fading channels. The spectrum anomaly detection
problem in a broader context, where the authorized transmitter
can be mobile within the sensing area, was investigated in [4].
Methods for detecting spread-spectrum signals without prior
knowledge of the signal structure were surveyed in [5], and
expanded to noise of uncertain power in [6]. Factors like the
channel fluctuating due to temperature changes were consid-
ered in [7], while energy detection of a signal with random
amplitudes was studied in [8] and the impacts posed by quan-
tization and dynamic range differences were surveyed in [9].

The research literature has tended to only examine the
problem from a statistical detection perspective and fails
to address the objective behind the thief’s goal in using
unauthorized spectrum. The real-world thief attempts to use
spectrum for a purpose, say, to download a file or perhaps
to watch streaming video. Clearly, the performance metrics
associated with the thief’s objective, carefully weighed with
his/her likelihood of being detected by a spectrum scanner,
would have an impact on how aggressively the thief attempts
to utilize unauthorized spectrum. Incorporating knowledge of
thief’s objectives should also be leveraged by a spectrum
scanner to improve detection performance. These simple and
intuitive observations are generally lost in the formulations of
DSA and the detection-theoretic formulations associated with
identifying adversarial behavior.

In [10], a simple model was suggested with throughput
and transmission delay as the Invader’s utilities, and showed
that the detection probability might depend on the type of
Invader activity, such as whether the connection has delay
constraints or not. Additionally, a scanning algorithm for a
single time slot was developed to show that incorporating a pri-
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ori knowledge of such activities could improve the efficiency
of scanning efforts. The objective of this paper is to show
how this knowledge could be incorporated into multi-time slot
scanning strategies. To deal with this objective, two related
problems of dynamic scanning are presented and solved. In the
first problem, the Scanner wants to maximize the detection
probability at each time slot by adapting its belief regarding the
adversary’s activity. In the second problem, the Scanner wants
to minimize the time needed to detect the Invader. Solution of
these problems, beyond improving the efficiency of scanning
strategies, also gives an insight into the difference between
tactical and strategic decision making associated with network
protection. Finally note, that to keep presentation of this paper
comprehensive, we briefly discuss the model presented in [10]
to illustrate that detection probability might depend on the
type of Invader’s activity. Also, we have modified the proof
of optimality for single time slot strategies to obtain their
monotonicity properties. These properties have been applied
to prove the convergence of the learning algorithm we present
in this paper.

We note that, in the intrusion/scanning problem we consider,
there are two agents having different goals associated with
the set of frequency bands. Namely, the first agent is an
IDS (Intruder Detection System, called the Scanner), who
aims to detect illegal usage of spectrum. The second agent
is the adversary (called the Invader) who intends to use the
bandwidth illegally. Thus, the agent’s goals are conflicting,
and game theory is a proper framework for examining the
problem, and hence we formulate a game between these two
agents: the Scanner and the Invader. In [11] and [12], readers
can find a structured and comprehensive survey of research
contributions that analyze and solve security and privacy
problems in computer networks and security systems. Here,
as examples of game-theoretic approaches, we mention just a
few such works: for modeling malicious users in collaborative
networks [13], for adaptive packetized wireless communica-
tion [14], for attack-type uncertainty in a network [15], while
the problem of fighting jamming with jamming was explored
in [16]. A spectrum coexistence problem was investigated
in [17]. The interactions between a user and a smart jammer
regarding their respective choices of transmit power was
explored in [18], while competitive interactions between a
selfish secondary user transmitter-receiver pair and a jammer
under incomplete knowledge of the jammer’s location in the
network was investigated in [19]. In [20] and [21] a tiling-
based scanning algorithm (as well as an approach to find its
optimal parameters) for detecting an intruder signal in a wide
amount of bandwidth was proposed.

Because the information related to the intruder’s goal is
incomplete we apply a Bayesian approach, which is a powerful
tool for updating the internal notion of an agent’s knowledge
related to another agent and allows us to update beliefs based
on knowledge obtained during scanning. Bayesian approaches
have been widely employed in dealing with different problems
in networks, and notably have been used for devising intrusion
detection mechanisms. For example, game theoretic models
for decision and analysis in network intrusion detection were
investigated in [22]. In [15], a problem of incorporating

information related to different types of attack into a network
protection strategy was studied. An intrusion detection
problem in wireless ad hoc networks was explored in [23]. The
impact of incomplete information regarding the other user’s
identities for the MAC layer networks being under DoS attacks
was considered in [24]. A network’s protection problem with
unknown adversarial strategies was investigated in [25].
A problem where a jammer is unaware of the exact positions
of the network nodes, but knows the prior distribution of
their location was investigated in [26]. Anti-jamming strategy
versus unknown type of low-power jamming attack was
studied in [27].

The organization of this paper is as follows: in Section II,
we first illustrate that the detection probability might depend
on the application used. In Section III-A, we formulate a one
shot maximizing detection probability (MaxDP) game (which
is solved in closed form in Section V). In Section III-B, we
formulate the minimizing detection time (MinDT) game (its
explicit solution is given in Section IV). In Section VI, numer-
ical illustrations comparing these solutions are presented.
In Section VII, we deal with a problem regarding how the
Scanner, to increase detection probability, can adapt its belief
about the Invader’s unlicensed activity if the adversary was not
detected in the previous time slot. In Section VIII, conclusions
are presented. Finally, in Appendix the proof of the obtained
results is offered.

II. AN AUXILIARY RESULT: THE DETECTION

PROBABILITY MIGHT DEPEND

ON THE APPLICATION USED

In this section we study the unlicensed access of a user
(called the secondary user SU or the adversary or the Invader)
to a single band of spectrum that is owned by the primary user
PU, who employs an IDS (called the Scanner) to scan/monitor
the band with the purpose of detecting the intrusion.
We have chosen to start with a single band to illustrate that
the detection probability might depend on the application used
by the Invader. In the next section we will show how this
knowledge can be incorporated into the scanning protocol,
first, with incomplete information about the application the
Invader is using, and then how the Scanner can upgrade this
information for further scanning if in the previous time slot
the scanning failed.

The Invader may attempt to sneak usage of this single
spectrum band for a variety of application purposes,
e.g. file download/upload or streaming video to another
recipient. These applications ultimately have different metrics
associated with their success. To sneak usage the Invader
applies a transmission power P . This activity is illegal from
the viewpoint of the primary user. The Invader’s satisfaction
from illegally using this single band will be described by the
Invader’s utility function, U , which we assume depends on
the signal-to-interference-ratio (SINR), as well as the type
of application the Invader is engaged in. For example, the
primary metric for data transmission might be throughput
(which we shall quantify using the Shannon capacity for the
channel), while for video streaming (particularly in the case of
interactive video) the QoS metric of concern could be delay.
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In our discussion, we shall use both of these two metrics for
our analysis, though we note that similar formulations can
hold for other utility functions. Thus, in this paper, we will be
concerned with the following two choices for utility U . For
Invader throughput we use

U(SINR) = W ln(1 + SINR). (1)

Since communication delay of a signal can be described as the
time needed for its successful transmission, while throughput
is the rate of successful signal delivery over a communication
channel, the inverse value to throughput might be considered
as an utility for communication delay:

U(SINR) = − 1

W ln(1 + SINR)
, (2)

where the SINR for the Invader is given as follows:

SINR = h P

W (σ 2 + g P)
. (3)

Here, σ 2 is power for the underlying background noise,
W is the bandwidth associated with the single band that the
Invader is sneaking on, h is the channel gain associated with
the channel from the Invader to its recipient, while g is the
channel gain from the primary user transmitter to the Invader’s
recipient. P is power of the signal transmitted by the primary
user. In all of the discussion that follows, we assume the
values of g, h, σ 2, and P are known to the to the Invader.
This assumption is easily plausible when communication
systems involving transmitter-receiver feedback are employed
(such feedback is common in cellular systems where down-
link feedback is used to refine coding on uplink channels).
Park and Wong [6] developed an information feedback scheme
to approximately obtain the optimal training sequence set
at the transmitter. Even without receiver feedback scheme,
assuming isotropic noise conditions, the signal strength at the
transmitter can be approximated by the assumption of channel
reciprocity [28].

Unlicensed access to the network can be detected by
the Scanner. For the sake of tractability, we assume that the
detection probability depends on the SINR witnessed by the
recipient of the Invader’s transmission. We note that this
assumption serves as a starting point for our discussion, and
that this assumption is plausible since it is unlikely that the
Invader would actually know the SINR at the Scanner, and
hence the recipient’s SINR acts as a proxy for the SINR at the
Scanner. Further, we note that although detection is actually
a function of SINR at the scanner, the scanner’s SINR will
be approximately proportional to the SINR at the Invader’s
recipient. For example, assuming simple quadratic pathloss in
the environment, this proportionality would be the square of
the ratio of the Invader-to-Scanner distance and the Invader-
to-Recipient distance. Consequently, detection probability is
a function γ (SINR) which is increasing in SINR such that
γ (0) = 0 and γ (∞) = 1. As a model case for detection
probability we consider

γ (SINR) = 1 − exp(−α SINR) (4)

with α > 0 being the Scanner detection characteristics.

If the Invader is detected then he will be fined by F . Since
we are focusing on intrusion, the Invader is not paying for
access to the network, but he might instead be charged a fine F
for violation if he is caught sneaking bandwidth. The payoff
to the Invader is difference between the expected utility and
expected fine. So, it is given as follows:

v I (P) = (1 − γ (SINR))U(SINR)− Fγ (SINR).

It is natural to assume that the Invader intrudes into the
bandwidth if he can manage illegally to get acceptable quality
of service. We can describe such quality by throughput or
SINR. Say, the Invader might intrude into the bandwidth
if his expected SINR is greater or equal to a threshold
value ε, i.e.

SINR ≥ ε. (5)

The Invader’s objective is to find P maximizing his
payoff v I (P) under condition (5).

The following theorem shows that the Invader’s strategy
as well as detection probability depend on the application
he uses.

Theorem 1: The optimal power P∗ for the Invader is given
as follows:

P∗ =
⎧
⎨

⎩

W (σ 2 + g P)

h
�−1(F), �−1(F) ≥ ε,

0, �−1(F) < ε

with

�(x) = 1 − γ (x)

γ ′(x)
U ′(x)− U(x). (6)

The detection probability is given as follows:

γ ∗ =
{
γ (�−1(F)), �−1(F) ≥ ε,

0, �−1(F) < ε,

Since � depends on the utility U and, so, on the application
used by the Invader, then the detection probability also does
these.

As a numerical illustration, we consider W = 2 and
ε = 0.5. Figures 1 and 2 illustrate SINR, detection prob-
ability and the Invader’s payoff for both Invader utilities
as a function of fine F and detection parameter α. It is
quite natural that increasing fine F and improving detection’s
characteristics yields a reduction in malicious activity (which
can be described by SINR) and the adversary’s expected
payoff for both utilities. Meanwhile the domain (α, F) of
rejection from malicious activity (i.e., where SINR is equal
to zero) essentially depends on the utility. For the delay
utility it is drastically smaller than for the throughput utility.
Increasing fine for both utilities leads to a slow reduction in
detection probability due to the reduction in malicious activity.
Increasing detection characteristics always leads to increasing
the detection probability but only for the delay utility. For
throughput utility, for a small fine the Invader deems it
worthwhile to face the increasing probability detection, and
only a large fine makes him reduce his activity to reduce his
probability of being detected.
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Fig. 1. (a) SINR, (b) detection probability, and (c) the Invader’s payoff as functions of fine F and detection parameter α for throughput as the Invader’s
utility.

Fig. 2. (a) SINR, (b) detection probability, and (c) the Invader’s payoff as functions of fine F and detection parameter α for delay as the Invader’s utility.

III. MULTIBAND SCANNING WITH INCOMPLETE

INFORMATION ON ADVERSARY’S ACTIVITY

In this section we relax the assumption of a single band.
Namely, we assume that the PU owns n frequency bands
1, 2, . . . , n of bandwidth W1, W2,…, Wn . These n bands will
be scanned by the Scanner employed by the PU, and the
Invader will only attempt to sneak usage on one of these
bands in a single time slot. Then a natural question arises:
what is the optimal strategy for sneaking (and, contrarily, the
optimal strategy for scanning)? In particular, now note that by
expanding the amount of opportunities for sneaking, we have
increased the dimensionality associated with the interaction
between the Invader and the Scanner.

As it was shown in Section II, the detection probability
depends on the quality of the band being used (quantified
by SINR) as well as the application the Invader attempts to
use on that band.

We assume that the Invader can sneak usage of a band
in support of an application of a specific type. The type of
application cannot be chosen by the Invader, i.e. it is random
(for example, it can be considered as chosen by nature).
Namely, let with probability qk the Invader sneaks to use
application k, where k = 1, 2 (e.g., 1 for on-line video
and 2 for data download). Let the detection probability be γ k

i
in band i for application k. We assume that the parameters
of the network as well as probabilities qk are known to the
rivals. The Scanner does not know the application used by
the Invader, while the Invader knows it. The action space

Fig. 3. The Scanner and the Invader.

(i.e. the set of (pure) strategies) for the rivals is the same,
which is the set of bands {1, . . . , n} identified by indexes.
With each application we associate an Invader type. Namely,
we say that the Invader has type k, if he intends to sneak for
using application k. Thus, the Scanner has to incorporate in
its choice of which band to scan, the answer to the question -
what is the type of Invader? The Invader has to incorporate in
its choice of band to sneak, the answer to the question - what
type does the Scanner think I am? (Figure3). To deal with this
situation, a Bayesian approach will be applied.

A. Payoffs and Strategies for one Shot MaxDP Game

In this section we describe one shot MaxDP game, i.e., the
game played in a single time slot, where the Scanner wants
to maximize detection probability. For such a game the payoff
to the Scanner if the Scanner chooses band i to scan, and the
Invader, using application k, chooses band j to sneak is γ k

i for
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i = j , and it is zero otherwise. The payoff to the Invader, using
application k is 1−γ k

i for i = j , and it is 1 otherwise. Hence,
we have a matrix Bayesian game ([29]), which generally it
does not have equilibrium in pure strategies. To deal with this
situation randomized (mixed) strategies have to be introduced.
A (mixed) strategy for the Scanner is S = (S1, . . . , Sn), where
Si is the probability that he scans at band i . So,

∑n
i=1 Si = 1

and Si ≥ 0, i ∈ [1, n]. A (mixed) strategy for the Invader
using application k is T k = (T k

1 , . . . , T k
n ), where T k

i is the
probability that he sneaks in band i . So,

∑n
i=1 T k

i = 1 and
T k

i ≥ 0, i ∈ [1, n].
If the Scanner and the Invader apply strategies S and

(T 1, T 2), the (expected) payoff to the Scanner, which is the
detection probability, is given as follows:

vS(S, (T 1, T 2)) =
n∑

i=1

Si

(
2∑

k=1

qkγ k
i T k

i

)

. (7)

The payoff to the the Invader using application k is the
probability of non-detection and it is given as follows:

vk
I (S, T k) = 1 −

n∑

i=1

Siγ
k
i T k

i . (8)

Recall that (S∗, (T 1∗, T 2∗)) is an (Bayesian) equilibrium if
and only if the following inequalities hold for any strategies
(S, (T 1, T 2)):

vS(S, (T 1∗, T 2∗)) ≤ vS(S∗, (T 1∗, T 2∗)),
vk

I (S∗, T k) ≤ vk
I (S∗, T k∗) with k = 1, 2. (9)

Note that, since the payoff vS is linear in S, and the payoff vk
I

is linear in T k , the considered game has an equilibrium [29].
Also, if qm = 0, then the Invader of type m has not to be taken
into account, and the equilibrium strategies turn into equalizing
the rival’s payoffs. Namely, the following result holds.

Remark 1: If qm = 0 then the game is a non-zero sum
matrix game between the Scanner and the Invader of type k.
Their equilibrium strategies coincide and are given as follows:

Si = T k
i = (1/γ k

i )/(

n∑

j=1

(1/γ k
j )) for i ∈ {1, . . . , n},

where k = 2 if m = 1 and k = 1 if m = 2.
The payoffs to the Scanner and to the Invader of type k are

given as follows:

vS = 1/(
n∑

j=1

(1/γ k
j )) and vk

I = 1 − 1/(
n∑

j=1

(1/γ k
j )).

B. Payoffs and Strategies for MinDT Game

In this section we describe the MinDT game, i.e., the
above considered game played repeatedly across time slots
t = 1, 2, . . . until the Invader is detected. The cost function
for the Scanner is the expected number of time slots until
detection of the Invader. So, the Scanner wants to minimize
expected detection time. The payoff to the Invader is number
of time slots until his detection. The invader wants to maximize
his detection time. We will solve the problem for stationary

strategies, i.e., such strategies that do not depend on time slot.
A stationary strategy for the Scanner is S = (S1, . . . , Sn),
where Si is the probability that he scans at band i .
A stationary strategy for the Invader using application k is
T k = (T k

1 , . . . , T k
n ), where T k

i is the probability that he sneaks
in band i . Note that, 1−vk

I (S, T k) is the detection probability
of the Invader with type k at a time slot when the rivals use
strategies S and Tk . The expected detection time is given as
follows:

τ k =
∞∑

t=1

t
(

1 − vk
I (S, T k)

) (
vk

I (S, T k)
)t−1 = 1

1 − vk
I (S, T k)

.

Thus, the cost function to the Scanner is given as follows:

US(S, (T 1∗, T 2∗)) =
2∑

k=1

qk/(1 − vk
I (S, T k)).

The payoff to the Invader having type k is given by:

V k
I (S, T k) = 1/(1 − vk

I (S, T k)).

Unlike one-shot MaxDP game, in MinDT game, the cost
function as well as the payoff function are nonlinear in
(S, (T 1, T 2)). The Scanner wants to minimize the expected
cost function, and the Invader wants to maximize his payoff.
Then, S and (T1, T 2) are the equilibrium strategies, if and
only if they are the best response strategy to each other:

S∗ = argS min US(S, (T 1∗, T 2∗)), (10)

T k∗ = argT k max V k
I (S∗, T k) for k = 1, 2. (11)

Since 0 < vk
I < 1, US is convex in S as a linear combination

of composition of convex function 1/(1 − x) and linear
functions vk

I in S. Similarly, V k
I is convex in T k . Thus, we

cannot apply straightforward the theorem of the existence
of equilibrium [29], as it assumes that the cost function is
convex, and the payoff function is concave. To deal with
this snag, note that argT k max Uk

I = argT k max vk
I , since

Uk
I = 1/(1 − vk

I ) and 0 < vk
I < 1. Thus, instead of the

best response equation (11) we can consider the following
equivalent equation:

T k∗ = argT k max V k
I (S∗, T k) for k = 1, 2. (12)

The function vk
I is linear in Tk . Thus, by [29], the best

response equations (11) and (12) have a solution, and the
considered game has an equilibrium.

IV. EQUILIBRIUM STATIONARY STRATEGIES

FOR MINDT GAME

In this Section, we will show that the MinDT game has a
unique equilibrium, and we will find it explicitly. This allows
us to show that the Invader’s strategy has a band-sharing form,
namely, all the bands are split into two groups, where each
group is associated with a single type of Invader, and these
groups either intersect at a single band, or do not intersect at
all.

For the sake of simplicity, we assume that all the
bands have different ratios for detection probabilities,
i.e., γ 1

i /γ
2
i �= γ 1

j /γ
2
j for any i �= j. Without loss of generality
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we can assume that the bands are arranged in decreasing order
by ratio γ 1

i /γ
2
i , i.e.,

γ 1
1 /γ

2
1 > γ

1
2 /γ

2
2 > . . . > γ 1

n /γ
2
n . (13)

Theorem 2: The MinDT game has a unique equilibrium
(S, (T 1, T 2)).

(a) Let i0 be such that

ψi0+1 ≤ q1

q2

(
γ 2

i0

γ 1
i0

)2

< ψi0 (14)

with

ψm =
(

n∑

i=m

1

γ 1
i

)
/

(
m−1∑

i=1

1

γ 2
i

)

for m ∈ [1, n] (15)

being decreasing sequence such that

ψ1 = ∞ and ψn+1 = 0. (16)

Then

T 1
i =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

0, i < i0,

1 −
n∑

j=i0+1

T 1
j , i = i0,

1

q1γ 1
i

q1γ 1
i0

+ q2γ 2
i0

(
γ 1

i0
γ 2

i0

)2

n∑

j=i0+1

γ 1
i0

γ 1
j

+
i0∑

j=1

γ 2
i0

γ 2
j

, i > i0,

(17)

T 2
i =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

1

q2γ 2
i

q1γ 1
i0

(
γ 2

i0
γ 1

i0

)2

+ q2γ 2
i0

n∑

j=i0+1

γ 1
i0

γ 1
j

+
i0∑

j=1

γ 2
i0

γ 2
j

, i < i0,

1 −
i0−1∑

j=1

T 2
j , i = i0,

0, i > i0,

(18)

Si = 1
n∑

j=i0+1

γ 1
i0

γ 1
j

+
i0∑

j=1

γ 2
i0

γ 2
j

×

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

γ 1
i0

γ 1
i

, i ∈ [i0 + 1, n],
γ 2

i0

γ 2
i

, i ∈ [1, i0].
(19)

The payoff to the Invader of type 1 and 2 are given as follows:

V 1
I =

n∑

i=i0+1

1

γ 1
i

+ γ 2
i0

γ 1
i0

i0∑

i=1

1

γ 2
i

, (20)

V 2
I = γ 1

i0

γ 2
i0

n∑

i=i0+1

1

γ 1
i

+
i0∑

i=1

1

γ 2
i

. (21)

The cost function to the Scanner is given as follows:

US = −
(

q1 + q2
γ 1

i0

γ 2
i0

)
n∑

i=i0+1

1

γ 1
i

−
(

q1
γ 2

i0

γ 1
i0

+ q2

)
i0∑

i=1

1

γ 2
i

. (22)

Fig. 4. Cases (a) and (b) of Theorem 2.

(b) Let i0 be such that

q1

q2

(
γ 2

i0

γ 1
i0

)2

< ψi0+1 <
q1

q2

(
γ 2

i0+1

γ 1
i0+1

)2

. (23)

Then

T 1
i = 1

n∑

j=i0+1

(1/γ 1
j )

×
{

0, i ≤ i0,

1/γ 1
i , i > i0,

T 2
i = 1

i0∑

j=1

(1/γ 2
j )

×
{

1/γ 2
i , i ≤ i0,

0, i > i0,
(24)

Si =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

1/γ 2
i

√
q1

q2ψi0+1

n∑

j=i0+1

1

γ 1
j

+
i0∑

j=1

1

γ 2
j

, i ≤ i0,

1/γ 1
i

n∑

j=i0+1

1

γ 1
j

+
√

q2ψi0+1

q1

i0∑

j=1

1

γ 2
j

, i > i0.

(25)

The payoffs to the Invaders are given as follows:

V 1
I =

n∑

i=i0+1

1

γ 1
i

+
√

q2ψi0+1

q1

i0∑

i=1

1

γ 2
i

,

V 2
I =

√
q1

q2ψi0+1

n∑

i=i0+1

1

γ 1
i

+
i0∑

i=1

1

γ 2
i

.

The cost function to the Scanner is VS = −q1V 1
I − q2V 2

I .
Since ψi is decreasing and γ 2

i /γ
1
i is increasing, the switch-

ing band i0 given by (14) and (23) (so, by cases (a) and (b)
of Theorem 2) is uniquely defined (Figure 4).

By (17), (18) and (24), both types of Invader either do
not employ the same band, or the band i0 is the only band
employed jointly by them. Thus, the Invader’s strategies have
an explicit band-sharing form.

V. EQUILIBRIUM STRATEGIES IN

ONE SHOT MAXDP GAME

In this section, we find explicitly the equilibrium strategies
for the rivals for the one shot MaxDP game. Based on
the established properties of the equilibrium further explored
in Section VII, a scanning learning algorithm will be designed
for the MaxDP game played repeatedly.
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Fig. 5. (a) Switching band, (b) the expected detection time for MinDT game, and (c) expected detection probability for one shot MaxDP game as functions
of probability q1.

Theorem 3: The one shot MaxDP game has a unique equi-
librium (S, (T 1, T 2)) , where

T 1
i =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

0, i < i0,

1 −
n∑

j=i0+1

T 1
j , i = i0,

1

q1γ 1
i

q1γ 1
i0

+ q2γ 2
i0

n∑

j=i0+1

γ 1
i0

γ 1
j

+
i0∑

j=1

γ 2
i0

γ 2
j

, i > i0,

(26)

T 2
i =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

1

q2γ 2
i

q1γ 1
i0

+ q2γ 2
i0

n∑

j=i0+1

γ 1
i0

γ 1
j

+
i0∑

j=1

γ 2
i0

γ 2
j

, i < i0,

1 −
i0−1∑

j=1

T 2
j , i = i0,

0, i > i0,

(27)

Si = 1
n∑

j=i0+1

γ 1
i0

γ 1
j

+
i0∑

j=1

γ 2
i0

γ 2
j

×

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

γ 1
i0

γ 1
i

, i > i0

γ 2
i0

γ 2
i

, i ≤ i0,

(28)

with i0 given by the following conditions:

ψi0+1 ≤ q1

q2 < ψi0 , (29)

where ψm is given by (15) and (16).
The payoffs for the Scanner and the Invader corresponding

to these equilibrium strategies are vS , v1
I and v2

I , where

vS = q1γ 1
i0

+ q2γ 2
i0

n∑

i=i0+1

γ 1
i0

γ 1
i

+
i0∑

i=1

γ 2
i0

γ 2
i

, (30)

v1
I = 1 − γ 1

i0
n∑

i=i0+1

γ 1
i0

γ 1
i

+
i0∑

i=1

γ 2
i0

γ 2
i

, (31)

v2
I = 1 − γ 2

i0
n∑

i=i0+1

γ 1
i0

γ 1
i

+
i0∑

i=1

γ 2
i0

γ 2
i

. (32)

Also, the Invader’s payoffs have the following properties
which will be applied in the next section.

Theorem 4: (a) There is an explicit threshold condition
identifying the Invader’s type with greater payoff, namely,

v1
I {>,=,<}v2

I (33)

if and only if

q1
i0/q

2
i0{<,=,>}1. (34)

(b) The Invader’s payoff v1
I is piecewise constant,

non-increasing in probability q1, the Invader’s payoff v2
I

is piecewise constant, non-decreasing in probability q1, and
the ratio of the Invader’s payoffs v1

I /v
2
I is non-increasing in

probability q1.
The equilibrium scanning strategy (28) does not depend

explicitly on the probabilities of using each application
(i.e. q1 and q2) by the Invader. It depends only on the
switching band i0 which, by (29) and (15), depends on the
ratio of these probabilities q1/q2. The Invader’s equilibrium
strategies (26) and (27) depend explicitly on the probabilities
q1 and q2 as well as on the switching band i0. Regarding pay-
offs, a symmetric situation arises. The Scanner’s payoff (30)
depends explicitly on the probabilities q1 and q2 as well as on
the switching band i0, while the Invader’s payoffs (31) and (32)
depend only on the switching band i0, which depends on the
ratio of these probabilities q1/q2. This leads to the Scanner’s
payoff as well as the Invader’s strategies being continuous in
the probability q1, while the Invader’s payoffs as well as the
Scanner’s strategy being discontinuous in the probability q1.

VI. NUMERICAL ILLUSTRATION

As an illustration we consider a situation with n = 4 bands
and the detection probabilities γ 1 = (0.9, 0.8, 0.25, 0.1) and
γ 2 = (0.1, 0.2, 0.3, 0.4). Then γ 1/γ 2 = (9, 4, 0.83, 0.5) and
the condition (13) holds. Figure 5(a) and 6(a) illustrates the
switching band i0 for the one shot MaxDP game as well as for
the MinDT game, and the domain of applying cases (a) and (b)
of Theorem 2 for the MinDT game. It is interesting to note
that the payoffs for the Scanner for both games are continuous
in q1 (Figure 5(b) and (c)). In the MinDT game, the payoff
for the Invader still is continuous. Meanwhile, in the one shot
MaxDP game the payoff for the Invader is piecewise-constant
in q1, and thus discontinuous in q1 (Figure 6(b) and (c)). The
payoff to the Invader of type 2 is increasing, while the payoff
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Fig. 6. (a) Cases of Theorem 2, and the payoffs to the Invader of both types for (b) MinDT game and (c) one shot MaxDP game as functions of the
probability q1.

Fig. 7. The equilibrium strategies for one shot MaxDP game as functions of probability q1.

Fig. 8. The equilibrium strategies for MinDT game as functions of probability q1.

to the Invader of type 1 is decreasing in q1, due to the Scanner
re-allocates scanning efforts as a response to a more probable
malicious activity. In the one shot MaxDP game, the Scanner’s
payoff has a threshold value of probability q1 returning the
minimal payoff. In the MinDT game, the Scanner’s cost
function has a threshold value of probability q1 returning
the maximal cost. Such threshold probability q1 can aid in
designing a maxmin scanning algorithm for a one shot MaxDP
game and a minmax algorithm in the MinDT game, if the
Invader and its application is considered.

Regarding the strategies, the Invader’s strategies for both
games are continuous in probability q1, while the Scanner’s
strategy continuity exists only for the MinDT game
(Figures 7 and 8). The Scanner’s strategy does not miss any
band, allocating efforts among all of them, which allows
it to maintain a positive probability to detect any type of
the Invader. The Invader’s strategy is quite different: when
the Invader understands that the Scanner is focused on a
specific Invader type, then the Invader would switch his
sneaking effort to use the band that is best for his purpose.
If the a priori probability does not push the Scanner to focus
on a specific Invader’s type, then the Invader would spread its
sneaking effort amongst several bands.

VII. HOW TO UPDATE THE BELIEF ON INVADER’S
UNLICENSED ACTIVITY

In this section, we consider the scanning problem, where at
the beginning of each time slot the Scanner adapts his belief
regarding the Invader’s unlicensed activity if the scanning
during the previous time slot failed. The Invader does not
change its type of activity, but can choose a different band
to intrude upon at the beginning of the next time slot after
taking into account any perception it might have regarding
the adjusted Scanner’s belief.

To get insight into the problem here, we consider the rule,
where the adapting the belief takes into account the result
of the scanning only from the previous time slot (i.e., does
not upon any other previous time slot). Since qk is a priori
probability that the Invader of type k was present in the bands,
then at the beginning of the first time slot the Scanner’s
belief about the Invader’s type k’ presence will be denoted as
qk

1 = qk . Denote by i01 = i0 the corresponding switching
band given by (29).

At the first time slot, the rivals apply the equilibrium
strategy (S1, (T 1

1, T 2
1)) given by Theorem 3 according to the

original belief. The probability that the Invader is not detected,
if he is of type k, is vk

I (S1, T k). Then, by Bayes’ theorem,
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Fig. 9. (a) The adapted probability q1
t , (b) the switching band i0t and (c) the expected payoff to the Scanner vS as functions of initial probability q1

1 and
time slot t for oscillatory learning.

the revised probability for the Invader of type k being in the
bands is given as follows:

qk
2 = qk

1v
k
I (S1, T k

1)

q1
1v

1
I (S1, T 1

1)+ q2
1v

2
I (S1, T 2

1)
. (35)

Thus, here we deal with the simplest learning mechanism
with adapting the belief. As examples of more advanced
learning mechanisms, say, reinforcement learning, see, [30].
Taking into account this updated belief, the rivals repeat the
game in the second time slot, and so on. By Theorem 3
the strategies (S1, (T 1

1, T 2
1)) are uniquely defined by a thresh-

old band i01 = i0 given by (29). By (35) we have
that

q1
2

q2
2

= q1
1

q2
1

v1
I (S1, T k

1)

v2
I (S1, T k

2)
.

Thus, by (33) and (34),

q1
2

q2
2

{<,=,>}q1
1

q2
1

if and only if

γ 1
i01

γ 2
i01

{>,=,<}1.

Let i02 be the switching band for the second time slot, so,
by (14), it is given as follows:

ψi02+1 ≤ q1
2

q2
2

< ψi02 .

The property that ψm is decreasing in m yields that, if

γ 1
i01

γ 2
i01

{>,<}1, (36)

then

i02{≥,≤}i01. (37)

Let (St , (T 1
t , T 2

t )) and qk
t be the equilibrium strategies and

the adapted belief for time slot k. Then, for the next time slot
the adapted belief is given by

qk
t+1 = qk

t v
k
I (St , T k

t )

q1
t v

1
I (St , T 1

t )+ q2
t v

2
I (St , T 2

t )
. (38)

Then,

q1
t+1

q2
t+1

{<,=,>}q1
t

q2
t

(39)

if and only if

γ 1
i0t

γ 2
i0t

{>,=,<}1, (40)

with i0t being such that

ψi0t +1 ≤ q1
t

q2
t
< ψi0t .

Finally, note that, (36) implies

i0(t+1){≥,≤}i0t . (41)

This, jointly with (13), implies the following result.
Theorem 5: Let the learning algorithm be given by (38).
(i) Let γ 1

n /γ
2
n > 1. Then the switching band i0t

monotonically converges to n, the adapted probabil-
ities (q1

t , q2
t ) monotonically converges to (0, 1), and

the scanning strategy converges to S with Si =
(1/γ 2

i )/(
∑n

j=1(1/γ
2
j )).

(ii) Let γ 1
1 /γ

2
1 < 1. Then the switching band i0t

monotonically converges to 1, the adapted probabil-
ities (q1

t , q2
t ) monotonically converges to (1, 0), and

the scanning strategy converges to S with Si =
(1/γ 1

i )/(
∑n

j=1(1/γ
1
j )).

(iii) Let γ 1
1 /γ

2
1 > 1 > γ 1

n /γ
2
n . Thus, there exists an i∗ such

that γ 1
i∗/γ 2

i∗ ≥ 1 > γ 1
i∗+1/γ

2
i∗+1. Then, the switching

bands oscillate around bands i∗ and i∗ + 1.
(iv) The detection time τ k of the Invader of type k is given

as follows:

τ k =
∞∑

t=1

t
(

1 − vk
I (St , T k

t )
) t−1∏

j=1

vk
I (S j , T k

j ).

An oscillatory effect in the scanning strategy is expected,
and we note that such oscillatory strategies are often used to
optimize searching, c.f. naval search operations [31], [32].

Figure 9 illustrates the oscillatory learning for γ 1 =
(0.9, 0.8, 0.25, 0.2) and γ 2 = (0.1, 0.2, 0.3, 0.4). Thus,
γ 1/γ 2 = (9, 4, 0.83, 0.5), and γ 1

2 /γ
2
2 > 1 > γ 1

3 /γ
2
3 .

So, condition (iii) of Theorem 5 with i∗ = 2 holds.
The Scanner’s strategy oscillates around bands 2 and 3.
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Fig. 10. (a) The adapted probability q1
t , (b) the switching band i0t and (c) the Scanner’s vS as functions of initial probability q1

1 and time slot t for monotonic
learning.

Fig. 11. Expected detection time for oscillatory (top) and monotonic (bottom)
learning as functions of initial probability q1

1 .

The adapted probability to belief that the Invader has type 1
oscillates around 0.36. It is interesting that switching from
monotonic to an oscillatory learning mode occurs, for small
initial probability q1

1 , slower then for the others.
Figure 10 illustrates monotonic learning for γ 1 =

(0.9, 0.8, 0.7, 0.6) and γ 2 = (0.1, 0.2, 0.3, 0.4). Thus,
γ 1/γ 2 = (9, 4, 2.3, 1.5), and γ 1

4 /γ
2
4 > 1. So, condition (i) of

Theorem 5 holds, and the switching point i0t converges in a
non-decreasing manner to 4. By getting this value, the adapted
probability q1

t becomes equal to zero, and the Scanner’s payoff
stabilizes on the value 0.48.

Figure 11 illustrates that detection time is decreasing in q1
1

for type 1 and is increasing in q1
1 for type 2 of the Invader.

It is interesting that for oscillatory learning there is a switching
point (q1 = 0.37), where detection time coincide for both
Invader’s types, while for monotonic learning detection time
for type 2 is greater than for type 1.

VIII. CONCLUSION

In this paper, we have examined the relationship between
an illegitimate user attempting to sneak usage of bandwidth
owned by others, which is being monitored by a Scanner, and
with the underlying application that the Invader is attempting
to employ. First, we showed that the QoS requirements for the
application plays a critical role in how the thief should attempt

to sneak usage of spectrum and, consequently, a critical role
in how the spectrum monitoring infrastructure should scan
spectrum. Then, we have put forward a question: how can
a priori knowledge of the application type be incorporated
into spectrum scanning to tune it for better detecting the thief.
Using two game-theoretic models (minimizing detection time
and maximizing detection probability at each time slot) we
have shown how the Scanner can gain using this a priori
knowledge. We note that these two models allow also us to
demonstrate the difference between tactical and strategic deci-
sion making. Maximizing detection probability at each time
slot game might be associated with tactical decision making
which allows short-term, unpredictable moves. Meanwhile,
the minimizing detection time game might be associated with
strategic decision making, which involves longer-term, more
predictable moves. We further analyzed the behavior of belief
probabilities in the maximizing detection game played repeat-
edly, and found that the optimal learning scanning protocol can
be either monotonic or oscillatory, and explicit criteria for such
protocol was established. A goal of our future research is to
develop a scanning protocol for detecting more sophisticated
Invader behaviour where the Invader can combine silent and
active modes as well as change between types of illegal
activity.

APPENDIX

A. Proof of Theorem 1

First note that
d v I (P)

d P
= SINR

d P
(U ′(SINR)(1 − γ (SINR))

−(U(SINR)+ F)γ ′(SINR)).

Since d SINR
d P > 0, the optimal power P is a solution of the

equation

�(SINR) = F

with � given by (6). For the considered detection probabil-
ity (4) we have that

(a) for the throughput utility

�(x) = W

α(1 + x)
− W ln(1 + x)

(b) for the delay utility

�(x) = 1

αW ln2(1 + x)(1 + x)
+ 1

W ln(1 + x)
.



GARNAEV AND TRAPPE: BANDWIDTH MONITORING STRATEGY UNDER UNCERTAINTY OF THE ADVERSARY’S ACTIVITY 847

It is clear that �(x) is decreasing for both utilities, and the
result follows.

B. Proof of Theorem 2

Recall that all the equilibrium are solutions of equations
(10) and (12).

Since US is convex on S, the strategy S is the best response
to (T1, T 2) if and only if there is an ω such that

2∑

k=1

qkγ k
i T k

i
(∑n

i=1 γ
k
i Si T k

i

)2

{
= ω, Si > 0,

≤ ω, Si = 0.
(42)

The function vk
I is linear in T k . Thus, Tk is the best response

to S if and only if there is a νk such that

γ k
i Si

{
= νk, T k

i > 0,

≥ νk, T k
i = 0.

(43)

By (43), Si > 0 for any i . Also, by (42), there is no i such
that T 1

i = T 2
i = 0. We consider separately two cases: (a) there

is an i such that T 1
i > 0 and T 2

i > 0, (b) there is no i such

that T 1
i > 0 and T 2

i > 0.
(a) Let there exist an i such that T 1

i > 0 and T 2
i > 0.

By (43), we have that for such i the following relation has to
hold:

γ 1
i /γ

2
i = ν1/ν2. (44)

By (13), there is at most one such i . Denote this i by i0. Also,
By (43), Si > 0 for any i . Then, by (42), either T 1

i > 0 or
T 2

i > 0 for any i , and both of them can be positive for the

only i . Thus, by (43), if i ∈ I 1 where I 1 = {i : T 1
i > 0} then

γ 1
i Si = ν1 and γ 2

i Si ≥ ν2. Thus, γ 1
i /γ

2
i ≤ ν1/ν2 for i ∈ I 1.

Similarly, γ 1
i /γ

2
i ≥ ν1/ν2 for i ∈ I 2 = {i : T 2

i > 0}. Then,
by (13), I 1 = [i0, n] and I 2 = [1, i0] and

Si = Si (ν
1, ν2) :=

{
ν1/γ 1

i , i ∈ I 1,

ν2/γ 2
i , i ∈ I 2.

(45)

Also, since T k is a probability vector, (43) implies that
n∑

i=1

Siγ
k
i T k

i = νk . (46)

Let I k
0 = I k\{i0}. Thus, by (42) and (46), we have

T k
i = T k

i (ω) :=

⎧
⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

ω
(
νk

)2

qkγ k
i

, i ∈ I k
0 ,

T k
i0
(ω), i = i0,

0, otherwise

(47)

and

q1γ 1
i0

T 1
i0
(ω)

(
ν1

)2 + q2γ 2
i0

T 2
i0
(ω)

(
ν2

)2 = ω. (48)

Since Tk has to be a probability vector, by (47), we have that

T k
i0 (ω) = 1 −

∑

i∈I k
0

ω
(
νk

)2

qkγ k
i

. (49)

Substituting these both T k
i0

into (48) implies that

q1γ 1
i0

(
ν1

)2

⎛

⎜
⎝1 −

∑

i∈I 1
0

ω
(
ν1

)2

q1γ 1
i

⎞

⎟
⎠ + q2γ 2

i0
(
ν2

)2

⎛

⎜
⎝1 −

∑

i∈I 2
0

ω
(
ν2

)2

q2γ 2
i

⎞

⎟
⎠ = ω.

(50)

Thus,

ω = q1γ 1
i0
/
(
ν1

)2 + q2γ 2
i0
/
(
ν2

)2

1 +
∑

i∈I 1
0

γ 1
i0

γ 1
i

+
∑

i∈I 2
0

γ 2
i0

γ 2
i

. (51)

This allows us, by using (47) and (49), to get Tk in closed
form as a function on i0.

How can i0 be found? It is defined by the condition that
T k is a strategy (a probability vector). Definition of ω implies
that

∑n
j=1 T k

j = 1. Since ω > 0 then, by (47), T k
i > 0 for

i ∈ [1, n]\{i0}. So, i0 has to be defined from the conditions
that T k

i0
must be non-negative, and T k

i0
> 0 for at least one k,

which is, by (49), equivalent to

q1γ 1
i0
/
(
ν1

)2 + q2γ 2
i0
/
(
ν2

)2

1 +
∑

i∈I 1
0

γ 1
i0

γ 1
i

+
∑

i∈I 2
0

γ 2
i0

γ 2
i

≤ 1

∑

i∈I k
0

(
νk

)2

qkγ k
i

, (52)

and at least one on these inequalities has to be strong. This
expression can be simplified as follows:

∑

i∈I k
0

(
νk′)2

qkγ k
i

≤
∑

i∈I k′

(
νk

)2

qk′
γ k′

i

, {k ′, k} = {1, 2}. (53)

Taking the ratio of probabilities q1/q2 as a threshold value
allows us to present the conditions (53) in the following form:

∑

i∈I 1
0

1

γ 1
i

∑

i∈I 2

1

γ 2
i

≤ q1

q2

(
ν2

ν1

)2

= q1

q2

(
γ 2

i0

γ 1
i0

)2

≤

∑

i∈I 1

1

γ 1
i

∑

i∈I 2
0

1

γ 2
i

. (54)

In (15) and (16), the inequalities (54) are equivalent to (14)
with ψi given by (15).

Note that

ψm − ψm+1 =

n∑

i=m

1

γ 1
i

m∑

i=1

1

γ 2
i

−
n∑

i=m+1

1

γ 1
i

m−1∑

i=1

1

γ 2
i

m∑

i=1

1

γ 2
i

m−1∑

i=1

1

γ 2
i

> 0.

So, ψm is decreasing. By (13), γ 2
m/γ

1
m is increasing. Thus, i0

is uniquely defined by (14).
To complete our investigation we have to define only

ν1 and ν2. Summing up (45) and taking into account that
S is a probability vector implies

n∑

i=i0+1

ν1

γ 1
i

+
i0∑

i=1

ν2

γ 2
i

= 1. (55)
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Then,

ν2

⎛

⎝
ν1

ν2

n∑

i=i0+1

1

γ 1
i

+
i0∑

i=1

1

γ 2
i

⎞

⎠ = 1. (56)

Also, by (44) with i = i0, we have that

ν1 = γ 1
i0

γ 2
i0

ν2. (57)

Substituting this ν1 into (56) yields

ν2 = γ 2
i0

n∑

i=i0+1

γ 1
i0

γ 1
i

+
i0∑

i=1

γ 2
i0

γ 2
i

. (58)

Thus, ν1 and ν2 are obtained explicitly, and (a) follows.
(b) Let there not exist an i such that T 1

i > 0 and T 2
i > 0.

Following the proof of (a), we obtain that there is an i0 such
that

γ 1
i0

γ 2
i0

>
ν1

ν2 >
γ 1

i0+1

γ 2
i0+1

. (59)

Also, for such i0 the relation (45) has to hold for strategy S,
and

T 1
i

{
= 0, i ≤ i0,

> 0, i > i0,

T 2
i

{
> 0, i ≤ i0,

= 0, i > i0.
(60)

Then, (42) and (60) yield

T 1
i = ω(ν1)2

q1 ×

⎧
⎪⎨

⎪⎩

0, i ≤ i0,

1

γ 1
i

, i > i0,

T 2
i = ω(ν2)2

q2 ×
⎧
⎨

⎩

1

γ 2
i

, i ≤ i0,

0, i > i0.

(61)

Since T1 and T 2 are probability vectors, (61) implies

ω(ν1)2

q1

n∑

i=i0+1

1

γ 1
i

= 1, (62)

ω(ν2)2

q2

i0∑

i=1

1

γ 2
i

= 1, (63)

and T 1 and T 2 have to be given by (24).
Dividing (62) by (63) yields

(
ν1

ν2

)2
q2

q1 =

i0∑

i=1

(1/γ 2
i )

n∑

i=i0+1

(1/γ 1
i )

= 1

ψi0+1
. (64)

This, jointly with (59), implies (23).

By (45) and (55), ν2 and ν1/ν2 are correlated by (56).
By (64),

ν1

ν2 =
√

q1

q2ψi0+1
.

Substituting this ν1/ν2 into (56) yields

ν2 = 1
√

q1

q2ψi0+1

n∑

i=i0+1

1

γ 1
i

+
i0∑

i=1

1

γ 2
i

. (65)

Similarly, we can obtain that

ν1 = 1
n∑

i=i0+1

1

γ 1
i

+
√

q2ψi0+1

q1

i0∑

i=1

1

γ 2
i

, (66)

and the result follows.

C. Proof of Theorem 3

First note that, since vS is linear in S, then S is the best
response to T 1 and T 2 if and only if there is an ω such that

2∑

k=1

qkγ k
i T k

i

{
= ω, Si > 0,

≤ ω, Si = 0.
(67)

Similarly, since vk
I is linear in Tk , then T k is the best response

to S if and only if there is a νk such that γ k
i Si = νk for

T k
i > 0 and γ k

i Si ≥ νk for T k
i = 0. Then, following the proof

of Theorem 2(a), the result follows.

D. Proof of Theorem 4

(a) By (31) and (32),

1 − v1
I

1 − v2
I

= γ 1
i0

γ 2
i0

. (68)

Since

1 − v1
I

1 − v2
I

= 1/v2
I − v1

I /v
2
I

1/v2
I − 1

and 0 < v1
I , v

2
I < 1, (68) implies (a).

(b) Let

sm :=
n∑

i=m+1

1

γ 1
i

+ γ 2
m

γ 1
m

m∑

i=1

1

γ 2
i

.

Then, (13) implies that

sm − sm+1 = 1

γ 1
m+1

− γ 2
m

γ 1
m

1

γ 2
m+1

+
(
γ 2

m

γ 1
m

− γ 2
m+1

γ 1
m+1

)
m+1∑

i=1

1

γ 2
i

=
(
γ 2

m

γ 1
m

− γ 2
m+1

γ 1
m+1

)
m∑

i=1

1

γ 2
i

< 0. (69)

Thus, sm is increasing in m. Since q1/(1 − q1) is increasing
in q1 and ψm , given by (15), is decreasing in m, (29) implies
that i0 is non-increasing in q1. By (31), v1

I = 1 − 1/si0 . Thus,
v1

I is non-increasing in q1. The payoff v2
I can be considered

similarly.
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